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CPU, Memory Scalability and RAID Configuration Best Practice for Exchange Server 2003

Exchange Tools:

Exchange Best Practice Analyzer
Exchange Disaster Recovery Analyzer
Exchange Performance Troubleshooting Analyzer
Exchange Server Profile Analyzer
Exchange Server User Monitor
Exchange Server Outlook Web Access Web Administration
System Center Capacity Planner
Exchange Server MTA Check
4 CPUs

Exchange Server can use computers that have 4 CPUs to increase performance when Hyper-Threading is turned on in the computer basic input/output system (BIOS). When you turn on hyper-threading on a Xeon MP-based computer that is running at 1.4 GHz and faster, and that has a 400 MHz host bus, you can gain a 25 percent increase in Exchange Server performance. Computers that have 4 Xeon CPUs 1.4 GHz and faster, and that have a 400 MHz host bus, offer high levels of scalability relative to the cost of the computer. Microsoft recommends these computers for running Exchange 2000 or Exchange 2003. 

8 CPUs

Exchange Server can make full use of computers that have 8 CPUs and that have a CPU speed of 900 MHz or less. These computers can offer as much as    75 % more scalability compared to 4 CPUs computers that have the same CPU speed. 

On computers that have 8 Xeon CPUs 1.4 GHz processors and faster, and that have a 400 MHz host bus, other limitations are reached before high CPU utilization (such as 80 percent) is reached. Because the other limitations are reached first, Exchange Server cannot reach full CPU utilization. Microsoft recommends that you use computers that have eight processors when you run programs such as Context Indexing or antivirus scanning on the computer separate from the store process. 

MORE THAN 8 CPUs 

Exchange Server can effectively use up to 8 CPUs on a computer. For computers that have more than 8 CPUs, use hardware partitioning to partition the computer into multiple  8 CPUs computers or into multiple 4 CPUs computers. As an alternative, set the process affinity of the Store.exe process to only 8 CPUs.

Memory Scalability

Because Exchange Server uses the /3GB switch as it scales up, the Exchange Server computer CANNOT EFFICIENTLY USE MORE THAN 4 GB RAM.

EXCHANGE SERVER DOES NOT SUPPORT INSTANCING
Physical Address Extension (PAE) 

Address Windowing Extensions (AWE). 

4 GB RAM IS THE MAXIMUM AMOUNT OF MEMORY AN EXCHANGE SERVER CAN EFFICIENTLY USE.

For Exchange Server computers that DO NOT CONTAIN any MAILBOXEX or PUBLIC FOLDERS (such as mail gateways), DO NOT USE /3GB SWITCH independently of memory size.

After you have installed Windows Server 2003, modify the Boot.ini file, and then add the /3GB and the /USERVA=3030 parameters to the startup line, as in the following 

Windows Server 2003 DOES NOT Support Exchange 2000 Server Messaging Organization.

Windows Server 2003 utilizes a new switch /userva=3030 in the boot.ini the /USERVA=3030 switch is new to Windows Server 2003 and provides better granularity for splitting memory allocations between user mode and kernel mode. By using /USERVA=3030, an additional 40 MB of memory is allocated to the kernel for Page Table Entries (PTE). This permits you to scale the server to a greater number of users without running the risk of exhausting system resources.

Example:

[Boot Loader]

Timeout=30 Default=multi(0)disk(0)rdisk(0)partition(2)\WINNT [Operating Systems]

 multi(0)disk(0)rdisk(0)partition(2)\WINNT="Microsoft Windows Server 2003" /fastdetect /3GB  /USERVA=3030
If you run Exchange 2003 on a DC, AVOID USING the /3GB switch. If you use this switch, the Exchange cache may monopolize system memory. Additionally, because the number of user connections should be low, the /3GB switch should not be required. 

It is not recommended or preferred to run Exchange on DC. A domain controller that is running Exchange 2003 takes a considerable amount of time to restart or shut down. (approximately 10 minutes or longer). This is because services related to Active Directory (for example, Lsass.exe) shut down before Exchange services, thereby causing Exchange services to fail repeatedly while searching for Active Directory services. One solution to this problem is to change the time-out for a failed service. A second solution is to manually stop the Exchange services before you shut down the server.

Exchange requires WINS. Although it is possible to run Exchange 2003 without enabling WINS, it is not recommended. There are availability benefits that result from using WINS to resolve NetBIOS names. (For example, in some configurations, using WINS removes the potential risk of duplicate NetBIOS names causing a name resolution failure.)

Exchange Server 2003 and Exchange 2000 Server require NetBIOS name resolution for full functionality

SYMPTOMS

In larger Microsoft Exchange Server 2003 organizations and larger Microsoft Exchange 2000 Server organizations, some operations do not work correctly if NetBIOS name resolution is not working on the network.

CAUSE

Exchange 2003 and Exchange 2000 still have several NetBIOS dependencies. You may have to use NetBIOS name resolution across different subnets for the successful operation of all Exchange components, depending on the network topology.

RESOLUTION

Microsoft recommends that Exchange organizations use Windows Internet Name Service (WINS) and DNS for name resolution. Installations of Exchange 2003 and Exchange 2000 in large and subnetted organizations without WINS have not been fully tested. In large organizations, NetBIOS name resolution through broadcasts may not function correctly. Some Exchange functionality may also be affected.

The following Exchange functionality still depends on WINS name resolution:

	•
	The Exchange Server 2003 Setup program and the Exchange 2000 Server Setup program, especially on clustered servers. 

	•
	Exchange Mailbox Merge Wizard (ExMerge) on an Exchange 2003 computer and on an Exchange 2000 computer. 

	•
	Changing a password for an Exchange 2003 mailbox or an Exchange 2000 mailbox through Microsoft Outlook Web Access (OWA).

	•
	Exchange System Manager on an Exchange 2003 computer and on an Exchange 2000 computer. 



Note 

Additionally, Microsoft Outlook clients that are earlier than Microsoft Office Outlook 2003 also require NetBIOS name resolution. 

The following list summarizes the recommendations for placement of Active Directory domain controllers and global catalog servers to support your Exchange organization: 

•

Make sure that DNS is correctly configured at the hub site and on all branches. 

•

Make sure that name resolution and DNS functionality are both operating correctly. 

•

Make sure that the infrastructure master role is not on a global catalog server. 

•

In branch offices that service more than 10 users, one global catalog server must be installed in each location that contains Exchange servers, and Microsoft recommends that you deploy two global catalog servers for redundancy. If a physical site does not have two global catalog servers, you can configure existing domain controllers as global catalog servers. 

Exchange 2003 uses Windows name resolution APIs to look up "short names," also known as NetBIOS names. Therefore, the server expects to resolve short names during operation, the ESM client expects to resolve short names when contacting servers, and Outlook clients that are earlier than Outlook 2003 expect to resolve the short name of a server. Unless all clients and servers are on the same subnet, the easiest way for short name resolution to work is to set up a WINS server. 

Server clustering in Microsoft Windows Server 2003, Microsoft Windows 2000 Server, and Microsoft Windows NT Server 4.0 requires NetBIOS, but server clustering does not necessarily require WINS for name resolution. If you use a DNS server that supports the dynamic update protocol for virtual servers, server clusters register "A" resource records in DNS. Then clients can query DNS to resolve the virtual server's IP address. However, you cannot keep server clusters from creating NetBIOS over TCP/IP objects for the virtual servers. 

Name collisions CANNOT OCCURE when you use WINS. In a WINS environment, only one computer can be named SERVERA. In DNS, multiple computers can be named SERVERA. 

Example: 

One computer may be named \\SERVERA.EUROPE.DOMAIN.COM and another computer may be named \\SERVERA.AMERICA.DOMAIN.COM. If a user who is located in the AMERICA domain types \\SERVERA, they connect to SERVERA in the AMERICA domain. If a user who is located in the AMERICA domain wants to connect to SERVERA in the EUROPE domain, that user must specify the fully qualified domain name (FQDN) SERVERA.EUROPE.DOMAIN.COM. Some programs may only permit entries with a maximum of 15 characters for NetBIOS names. These programs may still work if a mechanism exists to avoid duplicate host names and if the DNS suffix list of domains is provided to all clients. 

Although Windows Server 2003 and Exchange Server 2003 use FQDNs and DNS for name resolution, Windows NT 4.0 and Microsoft Exchange Server 5.5 use NetBIOS and WINS for host name resolution. If the computer does not have a LMHOSTS file, there must be a WINS server available for the Exchange 5.5 computer to communicate with the Exchange 2003 computer.

Many programs may work with NetBIOS disabled but do not support this type of configuration. For example, Exchange 2003 and Exchange 2000 were not tested without NetBIOS, but they may work without NetBIOS in a flat domain environment. Microsoft Systems Management Server 2003 requires NetBIOS, but Systems Management Server 2003 Service Pack 1 (SP1) removes this requirement. Microsoft tries to make sure all programs work without NetBIOS, but this may only apply to future products. 

By default, in Windows Server 2003 the Messenger service and the Alerter service are disabled. For network messages to be transmitted in Windows Server 2003, you must enable and start these services, and the recipient account registration must exist in WINS.


Microsoft Best Ppractice for Exchange Storage Solution
Direct Attached Storage (DAS), Storage Area Network (SAN) or iSCSI
Microsoft generally recommends that you use a DAS or SAN attached disk storage system (for example, small computer system interface [SCSI], Fiber Channel, or integrated device electronics [IDE]) to store your Microsoft Exchange 2000 Server or Microsoft Exchange Server 2003 database files, because this configuration optimizes performance and reliability for Exchange Server.

Exchange Server Best Practice for RAID Configuration

	Source of Exchange I/O
	RAID Level
	Microsoft Best Practices

	OS
	RAID 1 (DAS)
	Operating System binaries should be located on a RAID 1 DAS volume, due to fault tolerance reasons.

	Database files
	RAID 0+1

or

RAID 5
	Database files (.edb and .stm are per SG) for each SG should be placed on separated RAID 0+1 or RAID 5 that is dedicated to these databases. 

Disks that hold database files should have fast random access speeds.

RAID 0+1 should be used in order to provide proper performance and fault tolerance.

For small Exchange implementations (<500 users) you can consider RAID 5, since it’s cheaper.

	Transaction logs
	RAID 1

or

RAID 0+1
	Transaction Logs File (is per SG) Each Transaction Logs File should be placed on separated RAID 0+1 

Since transactions are first written to the transaction logs, transaction logs should be on a storage device that has the lowest possible write latency (<20ms). 

For optimal recoverability, the transaction logs for each storage group should be separated onto a dedicated RAID 1 or RAID 0+1 array.

Set the ratio of the write-back cache of your hardware RAID controller to 100 percent write (assuming it has the necessary backup battery).

	Content indexing files
	RAID 0+1
	Content indexing files should never be placed on the same disk as the page file (although that is the default location). If you can’t afford a dedicated volume for these files, they can be placed on the same volume as the databases, provided that the disk subsystem can handle the load since content indexing file is a random-access file.

	SMTP Queue
	RAID 0+1
	This is mostly important for servers with an expected high-volume of SMTP messages, e.g. bridge-heads.

For this scenario it is recommended to put the SMTP Queue files on a dedicated RAID 0+1 volume with multiple disk spindles.

Avoid using volumes that perform other function, such as database, transaction logs or page file.

	MTA Queue
	RAID 0+1

(In case of Enterprise Edition because it includes X.400 connector)


	The considerations made for the SMTP queue also apply to the MTA queue so use a dedicated RAID 0+1 volume whenever possible if your server handles a significant amount of SMTP and/or MTA traffic.

	Page file
	RAID 1 (DAS)
	This is not a new recommendation, by now you should know that you should place the page file on a separate RAID 1 volume, for optimal performance and fault tolerance reasons.


Exchange Server 2003 RAID Configuration Microsoft Best Practice
Disk 0   RAID-1 Mirror   Windows Server 2003 Operating System
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Disk 1  RAID-1 Mirror  Exchange Server 2003 Installation files and Server software
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Disk 2  RAID 0+1    Transaction Log File.

Transaction log file is per SG. For best performance and best disaster recovery ability for each SG the transaction log file MUST be on separated RAID 0+1 and separated from the database file for the SG.      
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Disk 3  RAID 0+1 or RAID-5  Exchange Database  

RAID 0+1 is recommended for installations of Exchange for an environment of more than 500 users or RAID-5 is recommended for installations of Exchange for an environment of  less than 500 Users. 

Exchange database file is per SG for each SG the database file

MUST be on separated RAID-5 or RAID 0+1 and the database file MUST be separated from the transaction log file for best performance and best disaster recovery ability.
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Exchange Database Files

Exchange Database consists of:

Rich-Text .edb file & Multipurpose Internet Mail Extensions .stm file.  

* Rich-Text .edb file stores the following items:

· All of the MAPI messages

· Tables used by the Store.exe process to locate all messages

· Checksums of both the Rich-Text .edb and Multipurpose Internet Mail Extensions .stm files

· Pointers to the data in the Multipurpose Internet Mail Extensions .stm file 

* Multipurpose Internet Mail Extensions .stm file contains messages that are transmitted with their native Internet content. Because access to these files is generally random, they can be placed on the same disk.

Disk 4  RAID 0+1 SMTP Queue
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Default installation path for SMPT Queue is: c:\ProgramFiles\Exchsrvr\Mailroot\vsi1\queue 
However, if you are looking for the highest performance and reliability, using RAID-0+1 for the SMTP queue is worth the extra investment.

In Exchange 2003, you can now use Exchange System Manager to change the location of the Queue directory. In Exchange System Manager, this option is available from the 

Message tab of the SMTP virtual server object.

Disk 5  RAID 0+1 MTA Queue (In case of Enterprise Edition because it includes X.400  connector)
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Relocating the MTA Database Directory

Exchange System Manager enables you to move the MTA database directory to another location in the file system (in the server's Protocols container, right-click the X.400 configuration object, click Properties, and then on the General tab, under Message queue directory, click Modify). When you modify the location of the queue directory in Exchange System Manager, you move the database files to the new location, and you change the msExchMTADatabasePath attribute of the MTA directory object to point to the new location. However, the msExchMTADatabasePath attribute is for informational purposes only. 

More important is the following registry key, which Exchange System Manager also updates.

Location
     
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangeMTA\Parameters

Value
     MTA database path

Type
     REG_SZ

Value Data   C:\Program Files\Exchsrvr\Mtadata

Description Points to the location of the database files (queue files and message files) for the Exchange MTA. If the path is not valid or points to an empty directory, the MTA cannot start.

Disk 6  RAID 1  Page File
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CONTENT INDEXING FILE

IF INDEXING IS ENABLED THE INDEX FILE SHOULD NOT BE PLACED ON THE SAME DRIVE AS THE PAGE FILE, THE CONTENT INDEXING FILE IS SUBJECT TO EXCESSIVE PAGING AND EXCESSIVE WRITING THEREFORE IT IS NOT RECOMMENDED OR PREFERRED FOR THE INDEXING FILE TO BE ON THE SAME DRIVE AS YOUR PAGE FILE. THE CONTENT INDEXING FILE IS RANDOM-ACCESSED FILE AND IT CAN BE PLACED ON THE SAME DRIVE AS THE DATABASE

Default installation path for Exchange is: c:\Program Files\Exchsrvr                                                                                       
Exchange stores Database and Transaction Log Files in : c:\Program Files\Exchsrvr\mdbdata  
Exchange stores SMTP messages in the following folder: c:\ProgramFiles\Exchsrvr\Mailroot                                     
Default installation path for SMPT Queue is: c:\ProgramFiles\Exchsrvr\Mailroot\vsi1\queue                                                                                  

To change the default location for the Log File highlight the Exchange Server Name and do right mouse click select properties and click on Change button it allows to change the default location for the Log File.

(Transaction Log) 
To change the default location for the Transaction Log file do right mouse click on the First Storage Group or (whatever Group) than chose Properties and than chose Browse and select new location. The Exchange Transaction Log file and Exchange Database by default are placed in the same location, c:\Program Files\Exchsrvr\mdbdata it is highly recommended that you separate the Transaction Log File from the Database File the Transaction Log file and the Database file are per Storage Group each Storage Group has One Transaction Log File and one Database File.

(Exchange Database) 
To change the default location for the Exchange Database right mouse click on Mailbox Store than select Properties than from the Properties box choose Browse button to change the location for the Rich-Text .edb database and under it you can see the same settings for the Streaming Exchange database .stm Multipurpose Internet Mail Extensions .stm

(Mailboxes Resource Utilization) To see information regarding # of items and current size of each mailbox click Mailboxes and on the right site you see the Mailbox details such Size in (KB) and Total Items
(SMTP Queue and BadMail) 
To change the default location for SMTP Queue and BadMail you can do it from  Default SMTP Virtual Server Properties right mouse click on Default SMTP Virtual Server than select Properties and on the properties box click on Messages Tab and it will display the Default Installation paths for SMTP Queue and for the Badmail items, than use Browse button to change it. 

Hard Disk Space Considerations

Ensure that you have adequate hard disk capacity for your Exchange servers. You should have enough space on your hard disk to restore both the database and the log files.

You could have a backup that is too large to restore to its original location. For example, a normal backup performed once a week, plus six days of differential backups, might require more disk space during a restore than your server has available. Whether the restore requires more disk space than you have available depends on how many log files are generated during a week. For example, a server generating 2,000 log files in a week amounts to 10 GB of log file space, in addition to the space required for the database. 

Performing normal backups on a daily basis reduces the amount of space required to restore your Exchange databases. The reason for this reduced space is that normal backups delete the transaction log files up to the time that you perform the backup. If you need to restore your Exchange databases, perform normal backups on a daily basis to ensure that you do not have to restore more than one day's worth of log files.

Also, you should never let your database drive (the hard disk containing the .edb and .stm files) become more than half full.

Exchange Server 2003 Limitation by Edition:

Standard Edition 

                1 Storage Group

                1 Mailbox Store

                1 Public Folder Store

                1 Recovery Storage Group

                1 MAPI Public Store Database per Server

                NO CLUSTER SUPPORT

                NO X.400 CONNECTOR 

                16 GB Database Size ( If SP2 is applied the default database size changes to 18 GB
                and it can be further increased up to 75 GB via registry modifications
HKLM\SYSTEM\CurrentControlSet\Services\MSExchangeIS\[ServerName]\Private-[ObjectGUID] )


Create a REG_DWORD key called Database Size Limit in GB and set the value to 75. This will enable the database to go over the 18 GB limit up to 75 GB. You can select any value between 1 and 75 for a custom database limit if you only have 36GB of disk space, no use setting the limit to 75GB. For new changes to take effect you can just simply restart the Information Store service. 

 Exchange Server 2003 Enterprise Edition 

                    4 Storage Groups, each of which can contains as many as              

                    5 Databases (either Mailbox Stores or Public Folder Stores).

                    1 Recovery Storage Group

                    1 MAPI Public Store Database per Server

                    16 TB Database Size

                    SUPPORT UP TO 8-Node Cluster

                    X.400 CONNECTOR INCLUDED
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