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What's New in Exchange Server 2003 SP2
There are several new features in Exchange Server 2003 Service Pack 2 (SP2) that support mobility, anti-spam initiatives, and mailboxes (public folders and database size restrictions). The following is information about the new features in SP2.

Mobility Enhancements

There are some important mobility enhancements for both the mobile device user, and the mobility administrator. 

	Important: 

	To use the mobility enhancements in SP2, you need a mobile device that has Windows Mobile™ 5.0 and the Messaging and Security Feature Pack for Windows Mobile 5.0 installed. The server-based synchronization of Tasks is the only feature that does not require the feature pack. 

	


· Direct push is a new Exchange technology that maintains an open connection between the mobile device and the server. When new items arrive, they are automatically "pushed down" to the device. 

· Remote wipe is a new feature that enables administrators to delete sensitive data from a lost or stolen mobile device. The administrator receives an acknowledgement that the device has been wiped after the task has been completed.

· Global address list (GAL) lookup enables users to receive contact information for users in the global address list from a mobile device. This feature helps users search for a person quickly, based on name, company, and so on.

· Policy provisioning allows administrators to make supported policies, such as device passwords, more secure by enforcing them in one of two modes:

· Allowing only devices that have policies to synchronize (Windows Mobile 5.0 and Microsoft Feature Pack)
· Allowing all devices, including older devices, to synchronize

· Support for certificate-based authentication

· Use of S/MIME to sign and encrypt mail

· Server-based synchronization of Tasks

Improvements in Message Hygiene

· The anti-spam improvements are driven by the release of the integrated Version 2 of the Intelligent Message Filter, and Sender ID, which is an industry-standard framework. Following are the highlights of the initiatives around anti-spam.

· Intelligent message filtering in the form of updated SmartScreen™ Technology (Microsoft research technology that is used to detect spam messages in Hotmail®, Exchange Server, and Office Outlook). This is achieved through Version 2 of the Microsoft Exchange Intelligent Message Filter that contains significant improvements in the anti-spam area for SP2.

	Important: 

	You must uninstall Intelligent Message Filter v1 before you can install Exchange Server 2003 SP2, which includes Intelligent Message Filter v2. 


· Sender ID filtering for addressing the problem of domain spoofing and phishing schemes by verifying the domain name from which the e-mail is sent.   Sender ID has been integrated with the other anti-spam features that can be enabled on the General tab of the SMTP Virtual Server properties dialog box. This extends Exchange System Manager (ESM) and provides a single point for anti-spam features. Also, Sender ID can be implemented on the Exchange server that is located behind the perimeter, and work with any gateway server, for example, Sendmail.

· Anti-phishing.   The spam confidence level (SCL) score will be changed, based on the current Exchange store and gateway thresholds as configured by the administrator. Anti-phishing is incorporated in the SmartScreen functionality. 

Increase in Database Size Limit

For the Exchange Server 2003 Standard Edition, the hard-coded licensing database size limit has been increased from 16 GB to 75 GB. The administrator will be able to set a protective database size limit (prevent unintentional database size growth). The default value will be 18 GB in SP2 for Standard Edition and the default of 18 GB can be overwritten by editing the "Database Size Limit in GB" registry key. 

The database size calculation will be that of the logical database size — empty space is not counted. Limit checks will be performed regularly and controlled by the store process, not by Jet. Intervals for checking will be defined in the local registry and defaults can be overwritten by editing the registry. If there are no registry settings, the default time of 24 hours is used.

There will be an early warning threshold so that warnings will arrive at set intervals. Additionally, there will be better feedback to administrators when the database size limit is reached. Administrators will be able to manually mount databases in Exchange System Manager (ESM). 

Improvements in Public Folder Management

Because of several enhancements, the public folders are now more manageable. The manageability includes minimizing the effect of replication storms. A replication storm occurs when too much data is replicated through the network, typically because of a change that affects many items or folders.

· Log public folder deletions   The logging public folder deletions feature enables the administrator to track who has deleted public folders. Specifically, every time that a public folder is deleted, Exchange Server creates an event (viewable in Event Viewer) that includes information such as the name of the deleted public folder, the time that the public folder was deleted, and the name of the user who deleted the public folder. 

· Stop and resume public folder content replication   Within Exchange System Manager, administrators will be able to right-click the Organization object in Exchange System Manager, in the hierarchy, to stop public folder content replication, do any fixing (reconfiguring) required, and then resume the replication. Being able to easily stop all public folder replication helps alleviate the consequences of a public folder replication storm. 

· Synchronize public folder hierarchy   Synchronize the hierarchy (folders not content) to force hierarchy replication and bring a server's hierarchy in sync with the rest of the servers in the organization. The task will be accomplished in the ESM and is made available by the administrator right-clicking the appropriate top-level hierarchy and then selecting Synchronize Hierarchy. Currently, there is only a Resend changes selection, which just resends previously broadcasted data. 

· Propagate access control list (ACL) changes down the public folder hierarchy   Lets administrators better manage client permissions in public folders in a folder subtree. Through the ESM, an administrator can set permissions for a user or group and propagate the change to all folders in a public folder subtree. The subtasks are: add users, remove users, replace users, and modify a user's permissions. There is a new selection named Manage Settings that, when clicked, displays the Manage Public Folders Settings Wizard.

· Propagate replica list changes down the public hierarchy   Enables administrators to add replica servers, remove replica servers, or substitute a replica server that has another server. You can do this for a selected public folder and all the folders under it. This change should address the issue of replication storms caused by unintended replica changes. Again, the new Manage Public Folders Settings Wizard will be invoked to step the administrator through the public folder management tasks.

Additionally, messaging is improved when you uninstall or remove a server and delete a public store (MDB). These tasks are currently performed by using the Exchange Installation Wizard or ESM Remove Server, or the Delete a Public Store task in ESM. To make these tasks less risky, there will be a new feature that will prevent the removal of a public store unless it has no date in it. There are also improvements to two dialog boxes to more intuitively help administrators in their tasks.

Improvements in Offline Address Book Performance

A new version of the offline address book (OAB 4.0) has been introduced in Exchange Server 2003 SP2.

	Note: 

	You must have Microsoft Office Outlook 2003 Service Pack 2 (SP2) installed to use this new offline address book format. 


In cached mode, with the improvements, there will be fewer situations that could cause a company-wide, full OAB download. 

Specific features of OAB 4.0 include the following:

· Significantly reduce the size of the OAB.

· Differential OAB update files use a generic, binary compression technology (BinPatch).

· You now can have customizable properties and indexes.

· OAB indexing will be based on the locale setting (language and country) of the client. This enables users on the same server (with different local settings) to correctly view the OAB, sorted based on their locale setting and not the servers.

· Improved diagnostic logging. 

Changes to how DSProxy Referral Mechanism Works

In Exchange Server 2003 SP2, the DSProxy referral process now tries to provide an Outlook client that has a global catalog that belongs to the same domain as the mailbox-enabled user by using a new algorithm. The new algorithm examines all global catalog servers that are directly connected to the Exchange server Active Directory site and provides the client with a global catalog that resides in the same domain as the mail recipient, if possible. This means that Exchange can now refer clients to out-of-site global catalog servers if there are no mailbox home domain global catalogs available in the Exchange server Active Directory site

Enabling or Disabling MAPI Access per User

Exchange Server 2003 SP2 adds functionality to enable administrators to completely turn off MAPI access for a given user, or to grant access to a user whose Microsoft Office Outlook is configured for cached mode, but to deny access otherwise. This functionality is valuable to providers of hosting services who want, as an example, their end users to connect to Exchange Server with Outlook Web Access, but not with Outlook.

	Note: 

	The ProtocolSettings attribute is cached in the MBICache and in DSAccess, and these caches may delay the time that is required for a change in the ProtocolSettings to become effective. 

	Caution: 

	Enabling this attribute may cause third-party applications not to work. 


The ProtocolSettings attribute on the user object in Active Directory stores client access settings. This attribute is a multiple-valued string property, where each string applies to a different protocol. MAPI access can be restricted by manually adding the following string to the ProtocolSettings attribute using a tool such as ADSIEdit:

MAPI§<Bool1>§<Bool2>§§§§§§ 

The eight § separators define exactly nine fields. The fields have the following meanings.

	MAPI
	Specifies that this string contains settings that apply to the MAPI protocol 

	<Bool1>
	0 to block all MAPI access; 1 to determine MAPI access based on Bool2

	<Bool2>
	0 for no effect; 1 to deny access to non-cached mode Outlook clients

	Remaining 6 fields
	Currently not used


If there is no MAPI string in ProtocolSettings, all MAPI clients are allowed.

	Note: 

	If the MAPI string does not have the eight separators and conforms to the expected data types, the behavior is undefined. 


The access restrictions specified earlier do not apply in the following cases:

· The client is an Exchange component (for example, the mailbox moves work correctly regardless of the MAPI access settings for the mailboxes).

· The client is doing delegate access to the mailbox.
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