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Creating a Connection Filtering Rule Using www.spamhaus.org

sbl-xbl.spamhaus.org
Use the following procedure to create a connection filter rule and any exceptions that you want to configure for this rule.

To create a connection filter
1. Start Exchange System Manager: Click Start, point to All Programs, point to Microsoft Exchange, and then click System Manager.

2. In the console tree, expand Global Settings, right-click Message Delivery, and then click Properties. 

3. Click the Connection Filtering tab (Figure 10.3).
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Figure 10.3   The Connection Filtering tab in the Message Delivery Properties dialog box

4. To create a connection filter rule, click Add. The Connection Filtering Rule dialog box appears (Figure 10.4).
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Figure 10.4   The Connection Filtering Rule dialog box

5. In the Display Name box, type a name for the connection filter.

6. In the DNS Suffix of Provider box, type sbl-xbl.spamhaus.org. 

7. In the Custom Error Message to Return (default error message will be used if left blank) box, if desired, type the custom error message to return to the sender. Leave this box blank to use the following default error message:
<IP address> has been blocked by <Connection Filter Rule Name>

You can use the following variables to generate a custom message:

· %0 – connecting IP address

· %1 – connection filter rule name 

· %2 – the block list provider name

For example, if you want your custom message to read:

The IP address <IP address> has been blocked by the following block list provider <block list provider name>.
type the following in the customer error message:

The IP address %0 was rejected by block list provider %2.
Exchange replaces %0 with the connecting IP address and %2 with the block list provider.
Note   
If you want to include a percent sign (%) in your error message, you must type the percent sign twice (%%).

8. To configure which return status codes received from the block list provider that you want to match in the connection filter, click Return Status Code. The Return Status Code dialog box appears (Figure 10.5).
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Figure 10.5   The Return Status Code dialog box

9. Select one of the following options: 

· Click Match Filter Rule to Any Return Code (this connection filter rule is matched to any return status code received from the provider service) to set the default value that matches the connection filter to any return status.

· Click Match Filter Rule to the Following Mask (this connection filter rule is matched to return status codes received from the provider by using a mask to interpret them), and then type the mask you want to filter against the masks that are used by your providers. 

Note   
A bit mask checks only against a single value. If you set a bit mask value that is returned when an IP address appears on two lists, the mask will match only IP addresses that appear on both lists. If you want to check for an IP address on either of two lists, enter the status codes for these settings.

· Click Match Filter Rule to Any of the Following Responses (this connection filter rule is matched to returned status codes received from the provider service by using the specific values of the return status codes below). Click Add, and in Return Status Code, type the status code that you want to match. For each additional status code, click Add, type the code, and then click OK.
10. Click OK.

You can create exceptions to the connection filter rule. Specifically, you can allow message delivery to specific recipients (for example, to the postmaster), regardless of whether the connecting IP address is on a block list.

To specify an exception to a connection rule

11. In Message Delivery Properties, on the Connection filtering tab, click Exception. The Block List Service Configuration Settings dialog box appears (Figure 10.6).
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Figure 10.6   The Block List Service Configuration Settings dialog box 

12. Click Add.

13. In Add Recipient, type the SMTP address of the recipient for whom you want to accept all messages, regardless of whether the connecting IP address appears on a block list.

14. Click OK twice. 

Applying the Connection Filter to the Appropriate SMTP Virtual Servers

After creating the connection filter and any exceptions for the filter, you must apply it to the appropriate SMTP virtual servers. Usually, you apply the connection filter to the SMTP virtual servers that exist on your gateway servers that accept inbound Internet e-mail messages. Use the following procedure to apply a connection filter to an SMTP virtual server.

To apply a connection filter to an SMTP virtual server
15. Start Exchange System Manager: Click Start, point to All Programs, point to Microsoft Exchange, and then click System Manager.

16. In the console tree, expand Servers, expand the server that you want, expand Protocols, and then expand SMTP.

17. Right-click the SMTP virtual server on which you want to apply the filter, and then click Properties.

18. In <SMTP Virtual Server> Properties, on the General tab, click Advanced.

19. In Advanced, select the IP address for which you want to apply the filter, and then click Edit.

20. In Identification, select the Apply Connection Filter check box to apply the filter that you previously set (Figure 10.7).
[image: image8.png]1P addess:

ICP port &

I~ Aoply Sender Fiter

I~ Aol Recipient Fiter

T~ &pply Connection Fiter

R





Figure 10.7   The Identification dialog box

21. If you have multiple virtual servers, repeat Steps 3 through 6 for each virtual server on which you want to apply the filter.

22. Testing your SBL Setup

Once you have set up your mail server to use sbl.spamhaus.org, you can test to see if the SBL blocking is working by sending an email (any email) to:

 nelson-sbl-test@crynwr.com (you must send the email from the mail server which you wish to test). The Crynwr system robot will answer you to tell you if your server is correctly blocking SBL-listed IPs or not.

Congratulations!!! 

Now you are 95% SPAM free. If some SPAMMERS slipped through the filter you can add the spammer domain name for example *@example.com (* means no mail will be accepted from that domain) to your Sender Filter by doing so you denying that spammer any opportunity to SPAM you again ( and by reporting the spammer domain name to sbl.spamhaus.org or any other organization you helping others and the most important you are fighting against SPAM.
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