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Active Directory DNS Registration

The Active Directory DNS records must be registering in DNS. The DNS zone can be either a standard primary or an Active Directory-integrated zone. An Active Directory-integrated zone is different from a standard primary zone in several ways.
An Active Directory-integrated zone provides the following benefits:

· The Windows 2000 DNS service stores zone data in Active Directory. This causes DNS replication to create multiple masters, and it allows any DNS server to accept updates for a directory service-integrated zone. Using Active

· Directory integration also reduces the need to maintain a separate DNS zone transfer replication topology.

· Secure dynamic updates are integrated with Windows security. This allows an administrator to precisely control which computers can update which names, and it prevents unauthorized computers from obtaining existing names from DNS.

Use the following steps to ensure that DNS is registering the Active Directory DNS records:

1. Start the DNS Management console.

2. Expand the zone information under the server name.

3. Expand Forward Lookup Zones, right-click the name of the Active Directory domain's DNS zone, click Properties, and then verify that Allow Dynamic Updates is set to Yes.
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4. Four folders with the following names are present when DNS is correctly registering the Active Directory DNS records. These folders are labeled:

_msdcs
_sites
_tcp
_udp 

[image: image4.png]=lolx|

.2, consco_wirdow_tels

[T

s wew | o @@

B2

Tree |

o
55 weraosen
5123 Forward Lookus Zanes

) dostrnet

{21 Reverse Lookup Zones.

Name

Type Data

etes
.

_udp.

£] (same as parent folder)
2] (same as parent folder)
2] (same as parent folder)
(5] wokacker

Start of Auth...  [22], wlkadser.c

Name Server  wekadser.dpetr
Host 192.168.1.150
Host 192.168.1.150





If these folders do not exist, DNS is not registering the Active Directory DNS records. These records are critical to Active Directory functionality and must appear within the DNS zone. You should repair the Active Directory DNS record registration. 

To repair the Active Directory DNS record registration

Check for the existence of a Root Zone entry. View the Forward Lookup zones in the DNS Management console.

There should be an entry for the domain. Other zone entries may exist. There should not be a dot (".") zone. If the dot (".") zone exists, delete the dot (".") zone. The dot (".") zone identifies the DNS server as a root server.

Typically, an Active Directory domain that needs external (Internet) access should not be configured as a root DNS server.

The server probably needs to reregister its IP configuration (by using Ipconfig) after you delete the dot ("."). The Netlogon service may also need to be restarted. 
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Manually repopulate the Active Directory DNS entries. You can use the Windows 2000 Netdiag tool to repopulate the Active Directory DNS entries. Netdiag is included with the Windows 2000 Support tools. At a command prompt, type 

netdiag /fix
After you run the Netdiag utility, refresh the view in the DNS Management console. The Active Directory DNS records should then be listed.

Note: 
The server may need to reregister its IP configuration (by using Ipconfig) after you run Netdiag. The Netlogon service may also need to be restarted.
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If the Active Directory DNS records do not appear, you may need to manually re-create the DNS zone. 

Manually re-create the DNS zone

1. Start the DNS Management console.

2. Right-click the name of the zone, and then click Delete.

3. Click OK to acknowledge any warnings. The Forward Lookup zones no longer list the deleted zone.

4. Right-click Forward Lookup Zones, and then click New Zone.

5. The New Zone Wizard starts. Click Next to continue.

6. Click the appropriate zone type (either Active Directory-integrated or Standard primary, and then click Next.

7. Type the name of the zone exactly as it appears in Network Identification, and then click Next.

8. Click the appropriate zone file, or a new zone file. Click Next, and then click Finish to finish the New Zone Wizard.

9. The newly created zone appears in the DNS Management console.

10. Right-click the newly created zone, click Properties, and then change Allow Dynamic Updates to Yes.
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11. At a command prompt, type 

net stop netlogon
and then press ENTER. The Netlogon service is stopped.

12. Type 

net start netlogon
and then press ENTER. The Netlogon service is restarted.
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13. Refresh the view in the DNS Management console. The Active Directory DNS records should be listed under the zone.
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If the Active Directory DNS records still do not exist, there may be a disjointed DNS namespace.

Dynamic Zone Updates

Microsoft recommends that the DNS Lookup zone accept dynamic updates. You can configure this by right-clicking the name of the zone, and then clicking Properties. On the General tab, the Allow Updates setting should be set to Yes, or for an Active Directory-integrated zone, either Yes or Only secure updates. If dynamic updates are not allowed, all host registration must be completed manually. 

DNS Forwarders

To ensure network functionality outside of the Active Directory domain (such as browser requests for Internet addresses), configure the DNS server to forward DNS requests to the appropriate Internet service provider (ISP) or corporate DNS servers. 

To configure forwarders on the DNS server:

1. Start the DNS Management console.

2. Right-click the name of the server, and then click Properties.

[image: image10.png]=lolx|

[T

.2, consco_wirdow_tels
e

s wew | o E@ @

B2

Tree |

o5

Scavenge stale resource records
Update server Data Files
Clear cache.

Al Tasks

View
New Window from Here:

Delete
Refresh
Export List,

Bos
Bl [ (D evercn1 e 7onee

Dl rey 5ot Aang/scavenging for llzones

(Opens property sheet for the current selection,





3. Click the Forwarders tab.

4. Click to select the Enable Forwarders check box.

Note: 
If the Enable Forwarders check box is unavailable, the DNS server is attempting to host a root zone (usually identified by a zone named only with a period, or dot ("."). You must delete this zone to enable the DNS server to forward DNS requests. In a configuration in which the DNS server does not rely on an ISP DNS server or a corporate DNS server, you can use a root zone entry.

5. Type the appropriate IP addresses for the DNS servers that will accept forwarded requests from this DNS server. The list reads from the top down in order; if there is a preferred DNS server, place it at the top of the list.
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6. Click OK to accept the changes.

Upgrade Installation Considerations

Earlier (Legacy) DNS Servers - DNS servers that run Windows NT 4.0 cannot dynamically register the Active Directory DNS records. The best solution in this case is to install DNS on the Active Directory domain controller to ensure that Active Directory DNS records will be registered for the domain. 

Disjointed DNS Namespace - You must configure the correct DNS suffix information before you begin a Windows 2000 upgrade installation. You cannot change the server name and DNS domain information after Active Directory is installed. 

To configure the DNS suffix information in Windows NT before you upgrade the computer to a Windows 2000-based Active Directory domain controller: 

1. Right-click Network Neighborhood, and then click Properties.

2. Click the Protocols tab, click TCP/IP Protocol, and then click Properties.

3. Click the DNS tab.

4. In the Domain box, type the complete Active Directory domain name. 

5. Click Apply, and then click OK.

6. Click OK to quit the Network tool.

7. Restart the computer.

To verify the settings, open a command window, and then type ipconfig /all. The Host Name line shows the fully qualified domain name.

If you must change the DNS domain information after you install Active Directory, you must run the Dcpromo utility on the computer to remove it from the domain and make it a stand-alone server. 

To determine if a disjointed namespace exists on an existing Windows 2000-based domain controller: 

1. Right-click My Computer, and then click Properties.

2. Click the Network Identification tab.

3. Compare the DNS suffix section of the full computer name to that of the domain name listing. The full computer name reads as follows: hostname. dns_suffix. These two entries should contain identical suffix information.

If these two entries do not contain identical suffix information, a disjointed DNS namespace exists. This condition prevents proper registration of any Active Directory DNS records.

Note: 
The only supported method to recover from a disjointed namespace is to use Dcpromo to remove the computer from the domain and make it a stand-alone server. You can then correct the DNS namespace information and run Dcpromo again to promote the computer back to a domain controller. 
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