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Backup Recommendations for Domain Controllers 

Domain Controllers Backup
All of the files below are required in order to be able to restore a DC through reinstallation and restore of System State from a backup. The backup that can be use to restore from must not be older than 60 days which is default tombstone age set in Active Directory by default.
On each Domain Controller backup the following:

System State

    System State includes the following:

                 Active Directory - NTDS.DIT and Logs 
                     Boot Files - (Boot.ini, NDTLDR, NTDetect.com)
                     Certificate Server (It is included if it is installed)
                     Certificate Services database (It is included if it is installed)
                     Cluster Service information (It is included if it is installed)
                     IIS Metadirectory (It is included if it is installed)
                       System files under Windows File Protection

                     COM+
                     System Registry 

                     SysVol  Directory
The information below is also required in order to successfully complete the domain recreation from backup.

Record of the volumes and sizes of the disks and partitions.

Record of computer name to restore a Domain Controller of the same name and avoid changing client configuration settings
Record of domain name because even if the computer name does not change, you might need to re-establish a new computer account.
MUST know the local computer's Administrator password that was used when the backup was created, without it, we will not be able to log on to the computer to establish a domain account for the computer after we restore it. Even with  domain administrator privilege the rights will not be sufficient without the local Administrator password. The local Administrator password is also required to restore the System State on a Domain Controller.
Important: Backup data from a DC can only be used to restore that DC. We cannot use a backup of one DC to restore another. To have your environment completely backed up, we need to have a backup of every Domain Controller. The minimum requirement should be to backup all the OM role holders and GCs. Also the first domain controller in the root domain should always be backed up.

The following restore types are available if the system state backup is present:

Primary restore 

Primary restore – the primary restore is the type of restore that we use when all Domain Controllers are lost and we are building up Domain from backup. We choose this restore method only when restoring the first replica set (SYSVOL and File Replication Service is example of replicated data sets). This is also the type we must use when restoring a standalone Domain Controller. 
                Normal restore 

Normal restore – the normal restore is the type of restore that we use when the backup is working in nonauthoritative mode. That means that any data (including Active Directory objects) will have their original sequence number. This is the number AD replication uses to detect if there are any new objects to replicate to other servers. So when we use Normal restore any data will appear as old and will therefore not replicate to other servers. If newer data is available, it will of course replicate to the restored server. This method is used when restoring all but the first replica set and when restoring a single domain controller in a replicated environment. 

Authoritative restore 

Authoritative restore – the authoritative restore is the
third method. To perform an authoritative restore we have to use Ntdsutil.exe. This must be run after we have restored the System State data, but before we restart the server. When we do this kind of restore the sequence number of Active Directory objects are changed so that it has a higher number. This will ensure that any data you restore will be replicated (because Active Directory replication thinks it’s new). So it is fair to say, use Authoritative restore when we have changed something and the change has been replicated to all other servers and we want to undo the change.
General Restore Procedure
	1.
	Use the most current backup of the domain controller, including the system state and the drive that contains the system volume.

	2.
	On the new computer, perform a clean installation of Windows 2000 or Windows Server 2003 as a stand-alone server in a workgroup. 

Note 
The file system, the installation drive, and the Windows installation folder name must be the same as the server that is being restored (for example, C:\Winnt or D:\Winnt35). Also, recovery results are generally better when the computer that you are restoring has a video bus that is similar to the one on the computer where the backup was made. For example, if the original system uses an AGP bus, and you are restoring to a system that uses a PCI video bus, the recovery may be difficult. 

	3.
	Perform the disaster recovery restoration. 

a.

Click Start, point to Programs, point to Accessories, point to System Tools, and then click Backup.

b.

Click Restore Wizard, and then in the Restore Wizard dialog box, click Next.

c.

Click Import File, click Browse, locate the disk where you saved the backup file, and then click Open. 

d.

Click OK. 

e.

In the What to restore list, click to select the computer partition check box and the System State check box that you want to restore.

f.

Click Next, and then click Advanced.

g.

In the Restore files to list, click Original location, and then click Next.

h.

Click Always replace the file on disk, and then click Next.

i.

Follow the remaining steps in the Restore Wizard to complete the disaster recovery restoration.

j.

In the restored Domain Controller, change the BurFlags value to d4. To do so, follow these steps: 

1.

Click Start, and then click Run.

2.

In the Open box, type regedit, and then click OK.

3.

In the left pane, expand My Computer. 

4.

Expand HKEY_LOCAL_MACHINE, and then expand SYSTEM.

5.

Expand CurrentControlSet, and then expand Services.

6.

Expand NtFrs, and then expand Parameters.

7.

Expand Backup/Restore, and then click Process at Startup.

8.

In the right pane, right-click BurFlags, and then click Modify.

9.

In the Value data box, type d4, and then click OK.


IMPORTANT 
If the restored Domain Controller’s BurFlags value is not changed to d4, sysvol does not share out. 




HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\ Services\NtFrs\Parameters\Backup/Restore
and then click Process at Startup
In the right pane, right-click BurFlags, and then click Modify.
In the Value data box, type d4, and then click OK.



IMPORTANT 

If the restored Domain Controller’s BurFlags value is not changed to d4, sysvol does not share out.        
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