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Best Practice for Design, Deploying & Restoring DC
Preparations:

1. Make sure the Server hardware is good enough to support the new infrastructure. 
   a.) P4 2.2 MHz ~ 3.0 MHz CPU speed minimum 512 MB RAM strongly recommend 1 GB
   b.) Hard drive requirements: 75GB RAID-1 MIRROR
   c.) Create partitions with the following size, drive letters and partition labels:
        SYSTEM (WINDOWS SERVER OS)

        Partition label: SYSTEM
        Partition Size:   24 GB
        Partition Drive Letter: C 
        NTDS.DIT (AD Database)

        Partition label: NTDS_DIT
        Partition Size:   4 GB
        Partition Drive Letter: N 
        AD LOG (AD Logs File)

        Partition label: AD LOG

        Partition Size:   4 GB
        Partition Drive Letter: L
        SYSVOL 

        Partition label: SYSVOL

        Partition Size:   4 GB
        Partition Drive Letter: S

        PAGE FILE (Read Page File Best Practice below) 

        Partition label: PAGE FILE

        Partition Size:   7 GB
        Partition Drive Letter: P

By default, Windows places the page file on the boot partition where the operating system is installed. To determine the size of the pagefile multiply the amount of physical RAM by 1.5 to a maximum of 4095 MB.
To enhance performance, it is good practice to put the paging file on a different partition and on a different physical hard disk drive. That way, Windows can handle multiple I/O requests more quickly. When the paging file is on the boot partition, Windows must perform disk reading and writing requests on both the system folder and the paging file. When the paging file is moved to a different partition, there is less competition between reading and writing requests. 
However, if you remove the paging file from the boot partition, Windows cannot create a dump file (Memory.dmp) in which to write debugging information in the event that a kernel mode Stop Error message occurs. This could lead to extended downtime if you must debug to troubleshoot the Stop error message. 
The optimal solution is to create one paging file that is stored on the boot partition, and then create one paging file on another partition that is less frequently accessed on a different physical hard disk if a different physical hard disk is available. Additionally, it is optimal to create the second paging file so that it exists on its own partition, with no data or operating-system-specific files. By design, Windows uses the paging file on the less frequently accessed partition over the paging file on the more heavily accessed boot partition. An internal algorithm is used to determine which paging file to use for virtual memory management. 
When you put a paging file on its own partition, the paging file does not become fragmented, and this counts as another definite advantage. If a paging file resides on a partition that contains other data, it may experience fragmentation as it expands to satisfy the extra virtual memory that is required. An unfragmented paging file leads to faster virtual memory access and to a greater chance of a dump-file capture that is free of significant errors.  
        BACKUP (Backup on it C:\ & System State by using the built in Backup Software)

        Partition label: BACKUP

        Partition Size:   33 GB
        Partition Drive Letter: X
OS Installation:

2. Install the Windows Server 2003 OS

3. As soon as the OS installation is completed rename the Local Administrator account to

    something that is hard to guess and easy to remember.
4. Set static IP address for the Server. Make sure all of the settings are correct and

     Enable NetBIOS over TCP/IP is selected.
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5. Install Antivirus Software and update the signature.
    Files to be excluded:

    FRS Working Dir\jet\sys\edb.chk

     FRS Working Dir\jet\ntfrs.jdb

     FRS Working Dir\jet\log\*.log 

     FRS Database Log files specified in:

     HKEY_LOCAL_MACHINE\system\currentcontrolset\services\NtFrs\Parameters\DB Log File Directory

     FRS Working Dir\jet\log\*.log (if registry key is not set)

     DB Log File Directory\log\*.log (if registry key is set) 

     FRS Replica_root files specified in:

     HKEY_LOCAL_MACHINE\system\currentcontrolset\services\NtFrs\Parameters\Replica Sets\GUID\Replica Set Root

     Staging directory found in:

     HKEY_LOCAL_MACHINE\system\currentcontrolset\services\NtFrs\Parameters\Replica Sets\GUID\Replica Set Stage

     FRS Preinstall directory located at:

    <Replica_root>\DO_NOT_REMOVE_NtFrs_PreInstall_Directory.

6. Make sure to install all of the latest hardware drivers.

7. Install all of the available patches and the latest SP from Microsoft

8. Create new Page File on P:\ Page File Size of 4095 MB and remove the current Page File

    from C:\ which is always set there by default. (See Page File details above for more info on Best Practice)
Active Directory Installation:

9. Run DCPROMO and the Active Directory Installation Wizard will start here of course you have 

     to make choices depends on the installation type you are doing, the choices will be presented
     to you by the AD Installation Wizard and all you need to do is specify your installation type.
     During it Active Directory Installation Wizard will show default installation path for 
     NTDS.DIT, AD LOG, & SYSVOL and will allow to modify default installation path for

     NTDS.DIT, AD LOG & SYSVOL so this is the right time to place the above files in the correct

     partitions that already have been created.   
10. Active Directory Installation Wizard will promote for DNS Installation, let AD 

     Installation Wizard to install DNS, let it finished, it will force you to reboot, after the reboot

     this server is a Domain Controller.
11. Log on to the newly created DC and rename the Domain Administrator Account to

     Something hard to guess and easy to remember reboot the server again, use the account to
     log on.

12. Use the Windows Server 2003 native backup software to schedule backup on newly

      installed server every 2 weeks.   
               Back up the following: 
                                                  C:\ (Entire C: (OS) Drive)
                                                     System State

                                            System State includes the following:

                                                               Active Directory - NTDS.DIT and Logs 

                                                               Boot Files - (Boot.ini, NDTLDR, NTDetect.com)

                                                               Certificate Server (It is included if it is installed)
                                                               Certificate Services database (It is included if it is installed)
                                                               Cluster Service information (It is included if it is installed)
                                                               IIS Metadirectory (It is included if it is installed)

                                                               System files under Windows File Protection

                                                               COM+

                                                               System Registry 

                                                               SysVol  Directory
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Place the backup file in the Backup Partition you have created earlier. Make sure the backup is never older than 60 days. The backup that can be use to restore from must not be older than 60 days which is default tombstone age set in Active Directory by default.
        Open Computer Management and use Disk Management to display the current

        partition(s) configuration take screen shot on it and save it with the backup for 

        future reference if needed. It will be very helpful if you need to recreate the partitions

        in order to restore the current backup. The backup restore will not be successful if you do

        not have the same (partitions size & Drive letters) as they were originally by the time the
        backup was created.

13. Check your AD Installation by using the Server Administrative Tools and make sure the AD

      Installation is successful.

14. Check the Event Viewer, make sure no critical events are logged in either application Event

      Viewer log or System Viewer Log.

How to restore dead DC

Do NOT format the drive(s) in the dead DC or change the partition size or drive letter just do install the OS, device drivers, latest SP and patches, then follow the restore instructions below.
	1.
	Use the most current backup of the domain controller, including the system state and the drive that contains the system volume.

	2.
	On the same Server hardware, perform a clean installation of Windows Server 2003 as a stand-alone server in a workgroup. 

	3.
	Perform the disaster recovery restoration. 

a.

Click Start, point to Programs, point to Accessories, point to System Tools, and then click Backup.

b.

Click Restore Wizard, and then in the Restore Wizard dialog box, click Next.

c.

Click Import File, click Browse, locate the disk where you saved the backup file, and then click Open. 

d.

Click OK. 

e.

In the What to restore list, click to select the computer partition check box and the System State check box that you want to restore.

f.

Click Next, and then click Advanced.

g.

In the Restore files to list, click Original location, and then click Next.

h.

Click Always replace the file on disk, and then click Next.

i.

Follow the remaining steps in the Restore Wizard to complete the disaster recovery restoration.

j.

In the restored Domain Controller, change the BurFlags value to d4. To do so, follow these steps: 

1.

Click Start, and then click Run.

2.

In the Open box, type regedit, and then click OK.

3.

In the left pane, expand My Computer. 

4.

Expand HKEY_LOCAL_MACHINE, and then expand SYSTEM.

5.

Expand CurrentControlSet, and then expand Services.

6.

Expand NtFrs, and then expand Parameters.

7.

Expand Backup/Restore, and then click Process at Startup.

8.

In the right pane, right-click BurFlags, and then click Modify.

9.

In the Value data box, type d4, and then click OK.
IMPORTANT 

If the restored Domain Controller’s BurFlags value is not changed to d4, sysvol does not share out. 




HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\ Services\NtFrs\Parameters\Backup/Restore

and then click Process at Startup
In the right pane, right-click BurFlags, and then click Modify.
In the Value data box, type d4, and then click OK. Exit the registry Editor.

Reboot the Server.



IMPORTANT 

If the restored Domain Controller’s BurFlags value is not changed to d4, sysvol does not share out.  

OS Limitations for Hardware Utilizations

	Physical memory and CPU limits
	32-bit
	64-bit

	Windows Server 2003, Standard Edition
	4 GB / 1-4 CPUs
	32 GB / 1-4 CPUs

	Windows Server 2003, Enterprise Edition
	32 GB / 1-8 CPUs
	1 terabyte / 1-8 CPUs

	Windows Server 2003, Datacenter Edition
	64 GB / 1-32 CPUs
	1 terabyte / 1-64 CPUs

	Windows Server 2003 SP1, Datacenter Edition
	128 GB / 1-32 CPUs
	1 terabyte / 1-64 CPUs
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