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DNS SERVER LOG REFERENCES

	Event ID
	Description

	2
	The DNS server has started.

This message generally appears at startup when either the server computer is started or the DNS Server service is manually started. For more information, see To start or stop a DNS server.

	3
	The DNS server has shut down.

This message generally appears when either the server computer is shut down or the DNS Server service is stopped manually.

	408
	The DNS server could not open socket for address [IPaddress]. Verify that this is a valid IP address for the server computer.

To correct the problem, you can do the following:

If the specified IP address is not valid, remove it from the list of restricted interfaces for the server and restart the server. If the specified IP address is no longer valid and was the only address enabled for the DNS server to use, the server might not have started as a result of this configuration error. To correct this problem, delete the following value from the registry and restart the DNS server: 

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\DNS\Parameters\ListenAddress

If this is a valid IP address for the server computer, verify that no other application that would attempt to use the same DNS server port (such as another DNS server application) is running. By default, DNS uses TCP port 53. 

	413
	The DNS server will send requests to other DNS servers on a port other than its default port (TCP port 53).

This DNS server is multihomed and has been configured to restrict DNS Server service to only some of its configured IP addresses. For this reason, there is no assurance that DNS queries made by this server to other remote DNS servers will be sent using one of the IP addresses enabled for the DNS server.

This might prevent query answer responses returned by these servers from being received on the DNS port that the server is currently configured to use. To avoid this problem, The DNS server sends queries to other DNS servers using an arbitrary non-DNS port, and the response is received regardless of the IP address used.

If you want to limit the DNS server to using only its configured DNS port for sending queries to other DNS servers, use the DNS console to perform one of the following changes in server properties configuration on the Interfaces tab:

Either select All IP addresses to enable the DNS server to listen on all configured server IP addresses 

Or, if you continue to select and use Only the following IP addresses, limit the IP address list to a single server IP address. 

For more information, see To restrict a DNS server to listen only on selected addresses.

	414
	The server computer currently has no primary DNS suffix configured. Its DNS name is currently a single label host name. For example, its currently configured name is "host" rather than "host.example.microsoft.com" or another fully qualified name.

While the DNS server has only a single label name, default resource records created for its configured zones use only this single label name when mapping the host name for this DNS server. This can lead to incorrect and failed referrals when clients and other DNS servers use these records to locate this server by name.

In general, the DNS server should be reconfigured with a full DNS computer name appropriate for its domain or workgroup use on your network. For more information, see To configure the primary DNS suffix for a client computer.

	708
	The DNS server did not detect any zones of either primary or secondary type. It will run as a caching-only server
caching-only server
A DNS sever that does not host any DNS zones but that performs name resolution and stores the results in its cache.

but will not be authoritative for any zones.



	3150
	The DNS server wrote a new version of zone [zonename] to file [filename]. You can view the new version number by clicking the Record Data tab.

This event should only appear if the DNS server is configured to operate as a root server.
DNS-related files

The following files relate to using and configuring DNS servers and clients.

File

Description

Boot

BIND boot configuration file. This file is not created by the DNS console. However, as an optional configuration for the DNS Server service, it can be copied from another DNS server running the Berkeley Internet Name Domain (BIND) server implementation of DNS. To use this file with the DNS Server service, you need to click From file in Server properties. On BIND servers, this file is often called the "named.boot" file.

Cache.dns

Used to preload resource records into the DNS server names cache. DNS servers use this file to help locate root servers on either your network or the Internet. 

By default, this file contains DNS resource records that prime the local cache of the server with the addresses of authoritative root servers for the Internet. If you are setting up a DNS server to resolve Internet DNS names, the information in this file is required unless you enable the use of another DNS server as a forwarder to resolve these names.

Traffic to the Internet root servers is heavy, but because host names are not usually resolved at this level, the load can be reasonably handled. Instead, the root hints file provides referral information that can be useful during DNS name resolution to redirect a query to other servers that are authoritative for names located beneath the root.

For DNS servers operating privately on your internal network, the DNS console can learn and replace the contents of this file with internal root servers on your network, provided they are reachable through the network when you are setting up and configuring new DNS servers. It can be updated using the DNS console from the Root Hints tab located under the applicable server properties.

This file preloads the server names cache when it is started.
Root.dns

Root zone file. This file can appear at a DNS server if it is configured as a root server for your network.

zone_name.dns

Used when a standard zone (either primary or secondary) is added and configured for the server. Files of this type are not created or used for primary type zones that are directory-integrated, which are stored in the Active Directory database.



	6527
	Zone [zonename] expired before it could obtain a successful zone transfer or update from a master server acting as its source for the zone. The zone has been shut down.

This event ID might appear when the DNS server is configured to host a secondary copy of the zone from another DNS server acting as its source or master server. Verify that this server has network connectivity to its configured master server.
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