

Step-by-Step Guide to Enforcing Strong Password Policies
Setting Password Policies with Group Policy Objects

Before configuring password policies on the computers in your network, you need to identify what settings are relevant, determine what values you will use for those settings, and understand how Windows stores password policy configuration information.

Note: 
Windows 95, Windows 98, and Windows Millennium Edition operating systems do not support advanced security features such as password policies. If your network includes stand-alone computers (computers that do not belong to a domain) running these operating systems, you will not be able to enforce password policies on them. If your network includes computers running these operating systems that are members of an Active Directory domain, you will be able to enforce password policies at the domain-level only.

Identifying Settings Related to Password Policies

Windows 2000, Windows XP, and Windows Server 2003, six settings can be configured that relate to password characteristics: Enforce password history, Maximum password age, Minimum password age, Minimum password length, Passwords must meet complexity requirements, and Store passwords using reversible encryption. 

	•
	Enforce password history determines the number of unique new passwords a user must use before an old password can be reused. The value of this setting can be between 0 and 24; if it is set to 0, enforce password history is disabled.
For most organizations, this value should be set to 24 passwords.

	•
	Maximum password age determines how many days a password can be used before the user is required to change it. The value of this setting can be between 0 and 999; if it is set to 0, passwords never expire. Setting this value too high can cause users to be frustrated; setting it too low or disabling it gives potential hackers more time to determine passwords. 
For most organizations, this value should be set to 42 days.

	•
	Minimum password age determines how many days a new password must be kept before the user can change it. This setting is designed to work with the Enforce password history setting so that users cannot quickly reset their passwords the required number of times, and then change back to their old passwords. The value of this setting can be between 0 and 999; if it is set to 0, users can immediately change new passwords. 
It is recommended that you set this value to 2 days.

	•
	Minimum password length determines the minimum number of characters a password can have. Although Windows 2000, Windows XP, and Windows Server 2003 support passwords up to 28 characters in length, the value of this setting can only be between 0 and 14. If it is set to 0, users are allowed to have blank passwords, so you should not use a value of 0. 
It is recommended that you set this value to 8 characters.

	•
	Passwords must meet complexity requirements determines whether password complexity is enforced. If this setting is enabled, user passwords meet the following requirements:

•

The password is at least 6 characters long.

•

The password contains characters from at least three of the following five categories:

•

English uppercase characters (A - Z)
•

English lowercase characters (a - z)

•

Base 10 digits (0 - 9)

•

Non-alphanumeric (!, $, #, or %)

•

Unicode characters

•

The password does not contain three or more characters from the user's account name.

•

If the account name is less than three characters long, this check is not performed because the rate at which passwords would be rejected is too high. When checking against the user's full name, several characters are treated as delimiters that separate the name into individual tokens: commas, periods, dashes/hyphens, underscores, spaces, pound-signs, and tabs. For each token that is three or more characters long, that token is searched for in the password; if it is present, the password change is rejected. 
Example: The name "Erin M. Hagens" would be split into three tokens: "Erin", "M", and "Hagens". Because the second token is only one character long, it would be ignored. Therefore, this user could not have a password that included either "erin" or "hagens" as a substring anywhere in the password. All of these checks are case-insensitive.
•

These complexity requirements are enforced upon password change or creation of new passwords. 
It is recommended that you enable this setting.


	•
	Store passwords using reversible encryption provides support for applications that use protocols that require knowledge of the user's password for authentication purposes. Storing passwords using reversible encryption is essentially the same as storing plaintext versions of the passwords.
For this reason, this policy should never be enabled unless application requirements outweigh the need to protect password information.

•

This policy is required when using Challenge Handshake Authentication Protocol (CHAP) through remote access or Internet Authentication Services (IAS). It is also required when using Digest Authentication in Internet Information Services (IIS).




Storing Password Policy Information

Before implementing password policies, you need to understand how password policy configuration information is stored. This is because the mechanisms for storing password policy limit the number of different password policies you can implement and affect how you apply your password policy settings. 

There can be only a single password policy for each account database. An Active Directory Domain is considered a single account database, as is the local account database on stand-alone computers. Computers that are members of a domain also have a local account database, but most organizations that have deployed Active Directory domains require their users to log on to their computers and the network by using domain-based accounts. Consequently, if you specify a minimum password length of 14 characters for a domain, all users in the domain must use passwords of 14 or more characters when they create new passwords. To establish different requirements for a specific set of users, you must create a new domain for their accounts.

Active Directory domains use GPOs to store a wide variety of configuration information, including password policy settings. Although Active Directory is a hierarchical directory service that supports multiple levels of organizational units (OUs) and multiple GPOs, password policy settings for the domain must be defined in the root container for the domain. When the first DC is created for a new Active Directory domain, two GPOs are automatically created: the Default Domain Policy GPO and the Default Domain Controller Policy GPO. Default Domain Policy is linked to the root container. It contains a few critical domain-wide settings including the default password policy settings. Default Domain Controller Policy is linked to the Domain Controllers OU and contains initial security settings for domain controllers.

It is a best practice to avoid modifying these built-in GPOs. If you need to apply password policy settings that diverge from the default settings, you should create a new GPO instead and link it to the root container for the Domain or to the Domain Controllers OU and assign it a higher priority than the built-in GPO. If two GPOs that have conflicting settings are linked to the same container, the one with higher priority takes precedence.

Implementing Password Policy Settings

This section provides step-by-step instructions for enhancing security by implementing password policy settings on the computers in your organization. 

To create a new root domain Group Policy object
	1.
	Click the Start button, select All Programs, select Administrative Tools, and then click GPWalkThrough.

Note: 
The GPWalkThrough Microsoft Management Console (MMC) was created in the Step-by-Step Guide to Understanding the Group Policy Feature Set. If you         have not completed the steps in that guide, you will need to modify the following steps accordingly.

	2.
	In the GPWalkThrough MMC console, expand Active Directory Users and Computers, right-click contoso.com, click Properties, and then click the Group Policy tab.

Note: 
Microsoft recommends that you create a new GPO rather than editing the built-in one called Default Domain Policy. By doing this, it is much easier to recover from serious problems with security settings. If the new security settings create problems, you can temporarily disable the new GPO until you isolate the settings that caused the problems.

	3.
	Click New and type DomainPasswordPolicy for the GPO name as shown in Figure 1.
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Figure 1. Creating a Root Domain GPO

	4.
	Press Enter.


To enforce the Domain Password Policy GPO
	1.
	On the contoso.com Properties page, click to highlight the DomainPasswordPolicy, and then click the UP button.

	2.
	On the contoso.com Properties page, right-click the Domain Password Policy, and then click No Override. The contoso.com Properties page should appear as shown in Figure 2.
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Figure 2. Establishing GPO Precedence


To define password use policies
	1.
	On the contoso.com Properties page, double-click the Domain Password Policy.

	2.
	In the Group Policy Object Editor and under Computer Configuration, expand Windows Settings, expand Security Settings, expand Account Policies, and then click Password Policies.

	3.
	In the details pane, double-click Enforce password history, select the Define this policy setting check box, set the value of Keep password history to 24, and then click OK.

	4.
	In the details pane, double-click Maximum password age, select the Define this policy setting check box, set the value of Password will expire in to 42, click OK, and then click OK to accept a suggested value change for the Minimum password age.

	5.
	In the details pane, double-click Minimum password age, set the value of Password can be changed after to 2, and then click OK.

	6.
	In the details pane, double-click Minimum password length, select the Define this policy setting check box, set the value of Password must be at least to 8, and then click OK. 

	7.
	In the details pane, double-click Password must meet complexity requirements, select the Define this policy setting in the template check box, select Enabled, and then click OK.

	8.
	In the details pane, double-click Store passwords using reversible encryption, select the Define this policy setting in the template check box, select Disabled (default), and then click OK. The settings should appear as shown in Figure 3.
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Figure 3. Confirming Domain Password Policies


To require password-secured screen savers
	1.
	In the Group Policy Object Editor, collapse Computer Configuration, under User Configuration, expand Administrative Templates, expand Control Panel, and then click Display.

	2.
	Optional Setting: In the details pane, double-click Screen Saver executable name, select Enabled, type scrnsave.scr for the Screen Saver executable name, and then click OK.

 Note: 
Defining a screen saver executable name is an optional setting defined here for performance considerations. In Windows Server 2003 where core computing services are provided, screen savers may consume unnecessary processing power when enabled, thereby limiting resources available for organizational computing needs. If screen savers are to be deployed on servers, it is highly recommended that the blank screen saver (scrnsave.scr) be used. You may consider creating an additional GPO under the Domain Controllers container that defines the Screen Saver executable name setting.

	3.
	In the details pane, double-click Password protect the screen saver, select Enabled, type scrnsave.scr for the Screen Saver executable name, and then click OK. The settings should appear as shown in Figure 4.
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Figure 4. Confirming a Domain Screen Saver

	4.
	In the Group Policy Object Editor, click File, and then click Exit. Click Close in the contoso.comProperties page. Click File, and then click Exit to close Active Directory Users and Computers. If prompted, click Yes to save the GPWalkThrough MMC.


To verify password-secured screen savers
	1.
	Click the Start button, click Run, type gpupdate /force, and then click OK.

 Note: 
Gpupdate refreshes local and Active Directory-based Group Policy settings, including security settings. The force option ignores all processing optimizations and reapplies all settings.

	2.
	Right-click the Desktop, click Properties, and then click the Screen Saver tab. The Screen saver name should be Blank and the On resume, password protect check box should be selected. Both items should be grayed out as shown in 
Figure 5.
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Figure 5. Verifying a Password-Secured Screen Saver

	3.
	Click Cancel.
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