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How To Use Ntdsutil to Manage Active Directory Files from the Command Line in Windows Server 2003

How to Start Your Computer in Directory Services Restore Mode

Windows Server 2003 Directory Service opens its files in exclusive mode. This means that the files cannot be managed while the server is operating as a domain controller. 

To start the server in Directory Services Restore mode, follow these steps:
	1.
	Restart the computer.

	2.
	After the BIOS information is displayed, press F8.

	3.
	Use the DOWN ARROW to select Directory Services Restore Mode(Windows Server 2003 domain controllers only), and then press ENTER.

	4.
	Use the UP and DOWN ARROWS to select the Windows Server 2003 operating system, and then press ENTER.

	5.
	Log on with your administrative account and password.


How to Install Support Tools and Start Ntdsutil

To install Windows Support Tools, follow these steps:

	1.
	Insert the Windows Server 2003 installation CD in the CD-ROM or DVD-ROM drive.

	2.
	Click Start, click Run, type drive_letter:\Support\Tools\suptools.msi, and then press ENTER.


To start Ntdsutil, click Start, click Run, type ntdsutil in the Open box, and then press ENTER.

NOTE: To access the list of available commands, type ?, and then press ENTER.
NtdsUtil performs database maintenance of the Active Directory store,

management and control of the Flexible Single Master Operations (FSMO),

and cleaning up of metadata left behind by abandoned domain controllers,

those which are removed from the network without being uninstalled.

 ?                                                    - Show this help information

 Authoritative restore                   - Authoritatively restore the DIT database

 Configurable Settings                 - Manage configurable settings

 Domain management                  - Prepare for new domain creation

 Files                                              - Manage NTDS database files

 Help                                              - Show this help information

 LDAP policies                              - Manage LDAP protocol policies

 Metadata cleanup                        - Clean up objects of decommissioned servers

 Popups %s                                   - (en/dis)able popups with "on" or "off"

 Quit                                               - Quit the utility

 Roles                                            - Manage NTDS role owner tokens

 Security account management  - Manage Security Account Database - Duplicate SID Cleanup

 Semantic database analysis      - Semantic Checker

 Set DSRM Password                   - Reset directory service restore mode administrator account password

How To Move the Ntds.dit File or Log Files Windows  Server 2003

Apply to:

•Microsoft Windows Server 2003 Datacenter Edition
•Microsoft Windows Server 2003 Enterprise Edition

•Microsoft Windows Server 2003 Standard Edition

•Microsoft Windows Small Business Server 2003 Standard Edition

•Microsoft Windows Small Business Server 2003 Premium Edition
How to Move the Database

You can move the Ntds.dit data file to a new folder. If you do so, the registry is updated so that Directory Service uses the new location when you restart the server. 

To move the data file to another folder, follow these steps:
	1.
	Click Start, click Run, type ntdsutil in the Open box, and then press ENTER.

	2.
	At the Ntdsutil command prompt, type files, and then press ENTER.

	3.
	At the file maintenance command prompt, type move DB to new location (where new location is an existing folder that you have created for this purpose), and then press ENTER. 

	4.
	To quit Ntdsutil, type quit, and then press ENTER.

	5.
	Restart the computer.


How to Move Log Files
Use the move logs to command to move the directory service log files to another folder. For the new settings to take effect, restart the computer after you move the log files.

To move the log files, follow these steps:
	1.
	Click Start, click Run, type ntdsutil in the Open box, and then press ENTER.

	2.
	At the Ntdsutil command prompt, type files, and then press ENTER.

	3.
	At the file maintenance command prompt, type move logs to new location (where new location is an existing folder that you have created for this purpose), and then press ENTER.

	4.
	Type quit, and then press ENTER.

	5.
	Restart the computer.


How to Recover the Database
To recover the database, follow these steps:

	1.
	Click Start, click Run, type ntdsutil in the Open box, and then press ENTER.

	2.
	At the Ntdsutil command prompt, type files, and then press ENTER.

	3.
	At the file maintenance command prompt, type recover, and then press ENTER.

	4.
	Type quit, and then press ENTER.

	5.
	Restart the computer.


NOTE: You can also use Esentutl.exe to perform database recovery when the procedure described earlier in this article fails (for example, the procedure may fail when the database is inconsistent). To use Esentutl.exe to perform database recovery, follow these steps: 
	1.
	Click Start, click Run, type cmd in the Open box, and then press ENTER.

	2.
	Type esentutl /r path\ntds.dit, and then press ENTER. path refers to the current location of the Ntds.dit file.

	3.
	Delete the database log files (.log) from the WINDOWS\Ntds folder.

	4.
	Restart the computer.


For additional information about the esentutl.exe utility, at the command prompt, type esentutl /?, and then press ENTER. 
DESCRIPTION:  Maintenance utilities for Microsoft(R) Windows databases.

MODES OF OPERATION:

      Defragmentation:    ESENTUTL /d <database name> [options]

      Recovery:                 ESENTUTL /r [options]

      Integrity:                  ESENTUTL /g <database name> [options]
       Repair:                     ESENTUTL /p <database name> [options]

       Checksum:               ESENTUTL /k <database name> [options]

      File Dump:                ESENTUTL /m[mode-modifier] <filename>

D=Defragmentation, R=Recovery, G=inteGrity,

K=checKsum, P=rePair, M=file duMp


NOTE: This procedure involves transaction logs to recover data. Transaction logs are used to make sure that committed transactions are not lost if your computer fails or if it experiences unexpected power loss. Transaction data is written first to a log file, and then it is written to the data file. After you restart the computer after it fails, you can rerun the log to reproduce the transactions that were committed but that were not recorded to the data file.



How to Set Paths
You can use the set path command to set the path for the following items:

	•
	Backup: Use this parameter with the set path command to set the disk-to-disk backup target to the folder that is specified by the location variable. You can configure Directory Service to perform an online disk-to-disk backup at scheduled intervals.

	•
	Database: Use this parameter with the set path command to update the part of the registry that identifies the location and file name of the data file. Use this command only to rebuild a domain controller that has lost its data file and that is not being restored by means of typical restoration procedures.

	•
	Logs: Use this parameter with the set path command to update the part of the registry that identifies the location of the log files. Use this command only if you are rebuilding a domain controller that has lost its log files and is not being restored by means of typical restoration procedures.

	•
	Working Directory: Use this parameter with the set path command to set the part of the registry that identifies Directory Service's working folder to the folder that is specified by the location variable.


To run the set path command, follow these steps:

	1.
	Click Start, click Run, type ntdsutil in the Open box, and then press ENTER.

	2.
	At the Ntdsutil command prompt, type files, and then press ENTER.

	3.
	At the file maintenance command prompt, type set path object location, and then press ENTER. object refers to one of the following items: 

•

Backup

•

Database

•

Logs

•

Working Directory

location refers to the location (folder) to which you want to set the object identified in the command. 

	4.
	Type quit, and then press ENTER.


How To Move the Ntds.dit File or Log Files Windows 2000 Server

This article describes how to move the Active Directory database file, Ntds.dit, and the Active Directory log files to different drives to improve performance.

 

Moving a Database or Log File

	1.
	Restart the domain controller.

	2.
	Press F8 at the Startup menu, and then click Directory Services Restore Mode.

	3.
	Select the appropriate installation if more than one exists, and then log on as an administrator at the logon prompt.

	4.
	Start a command prompt, and then type ntdsutil.exe.
NOTE: 
To get a list of commands that you can use at the Ntdsutil prompt, type ?.

	5.
	At a Ntdsutil prompt, type files.

	6.
	At the File Maintenance prompt, use one or both of the following procedures: 

•

To move a database, type move db to %s, where %s is the drive and folder where you want the database moved.

•

To move log files, type move logs to %s, where %s is the drive and folder where you want the log files moved.



	7.
	To view the log files or database, type info. To verify the integrity of the database at its new location, type integrity.

	8.
	Type quit, and then type quit to return to a command prompt.

	9.
	Restart the computer in Normal mode.


NOTE: When you move the database and log files, you must back up the domain controller. 

If you do not press F8 in time to select the installation method:

	1.
	Log on as an administrator, double-click System in Control Panel, and then click the Advanced tab.

	2.
	Click Startup and Recovery, and then verify that the Display list of operating systems for XX seconds check box is selected.

	3.
	Restart the domain controller, and then press F8.
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