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Using Active Directory Sites and Services
Applies:

Windows Server 2003

Windows Server 2000
Defining Site Objects
When you create the first Windows Server 2003 Domain Controller on the network, the Active Directory Installation Wizard creates your First Site and names it 
Default-First-Site-Name and associate it with the Server you just promoted. You can change the name in order to be more descriptive and to represent the physical location or office name or whatever will be suitable or leave it the way it is. If all of the Active Directory Servers on your network will be located near enough to each other to communicate by using LAN connections, you do not need any other sites in the Sites and Services snap-in. As you promote each Server on the Network to Domain Controller, Active Directory adds it to the Site and automatically configures the replication topology between the servers.
If you will have Servers at remote locations, however, you can create additional Sites using Sites and Services. By creating Subnet objects and associate them with specific Sites, by doing it you are giving the Active Directory all necessary information it needs to automatically add each Server that is subsequently promoted to a Domain Controller to be placed in the appropriate Site, based on the Subnet where the machine is located. If you move the Server to a new physical location at different site, however, you MUST also manually move the Server object. Thus, if you plan to install and configure Domain Controller at the home office and than ship it to a remote location, you have to use Site and Services to move the Server object to the appropriate Site.
To move a Server to a new site, follow these steps:

1. Open Active Directory Sites and Services.
2. Click the plus sign (+) next to the Sites to open the list of available    

    Sites.

3. To open the list of Servers, click the Site where the Server   

    currently is.

4. Right click on the Server you want to move and choose Move from

    the shortcut menu.

5. In the Move Server Window, select the new Site for the Server and 
    click OK.

Subnet Objects

Active Directory uses Subnet Objects to define the boundaries of the Site. Subnet Object- each Subnet Object consist of network address and a subnet mask used by some or all of the computers in the site. You can associate a site with multiple subnet objects so if your network has a multiple subnets in a single location, you can include all of them in a single Site. On a network with two or more Sites, Subnet objects are needed for Active Directory Installation Wizard to place the Server objects for the newly promoted Domain Controllers into the correct Sites. Without Subnet objects, the Wizard is likely to create the Server object in the wrong place. If this occurs, you can manually move the Server object to the proper Site using the method described in the previous section of this document
Server Objects

Server Objects are always children of Site objects and are created by the Installation Wizard whenever it promotes a Windows Server 2003 to a Domain Controller.
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Important: 

Do not confuse an Active Directory Server Object with the computer object that the Wizard also creates during the promotion process. The two, although linked, are completely separated objects with different purposes.
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Note:
You can manually create Server Objects in the Site and Services snap-in, but this should not be necessary.

When Active Directory installation includes two or more Sites, the Installation Wizard uses the Subnet associate with the Site objects to determinate which Site is appropriate for the Server Object. If no Site is associate with the Subnet used by the Domain Controller, the Wizard still creates the Server Object. Afterward, you have to create the Site where the Server belongs and move the Server to it or you will need to create a new Subnet object and associate it with the existing Site.
Understanding Domain Replication

Replication is a process of copying Active Directory Data between Domain Controllers to ensure that they all have the same information. The Windows Server 2003 multiple-master replication capabilities make the entire replication process more complex than it was in Windows NT. On Windows NT Network, Servers write all Domain Directory changes to the Primary Domain Controller first, which than propagates the information to the Backup Domain Controllers. This process is called Single Master Replication. In Windows Server 2003 networks administrators can modify Active Directory by writing to any Domain Controller. All of the Domain Controllers execute periodic replication events that copy their modifications to all the other Domain Controllers. The schedule and the topology for these replication events differ depending on whether the Domain Controllers are at the same or different Sites. 
There are two different types of replications: 

IntrAsite replication and IntErsite replication
IntrAsite Replication:
Replication between Domain Controllers in the same Site is known as intrAsite  Replication and is completely automatic  and self-regulating. A module called Knowledge Consistency Checker (KCC) creates connections between the Domain Controllers in the Site and triggers replication events whenever anyone modifies the Directory Information on a Domain Controller. Because all of the Domain Controllers in the Site are assumed to be well connected, the replication process is designed to keep latency (that is, the delay between the Directory writes and their propagation to the other Domain Controllers) to a minimum, even at the expense of network bandwidth.
The Knowledge Consistency Checker (KCC) dynamically creates connection objects in Active Directory when communication between Domain Controllers in the same site is disrupted, the Knowledge Consistency Checker (KCC) immediately creates a new connection to ensure timely contact between the systems. Timely contact within a Site means that no Domain Controller is more than three connections (or hops) away from any other Domain Controller. Administrators can create an additional connection objects, which can improve the communication between the Controllers and reduce latency further by decreasing the maximum number of hops allowed, but this approach also increases the system resources used by the replication process, including processor cycles, disk access, and network bandwidth. As a general rule, the replication topology within a Site requires no administrative maintenance.
IntErsite Replication
When you create multiple Sites in Active Directory, the Domain Controllers assume that the network connection between the Sites are slower than those within the Site, more expensive or both. As a result, the Domain Controllers use intErsite replication to attempt to minimize the replication traffic between Sites and also to provide administrators with a much more flexible replication topology.

When you have Domain Controllers in multiple sites Active Directory still creates a default replication topology automatically during the installation process. However there is distinct difference between the default intrAsite and intErsite topologies.
These differences include the following:

· Number of connections
The Knowledge Consistency Checker (KCC) still automatically create connections between Domain Controllers in different Sites, but it creates fewer of them (the number of connections is reduced). The three-hop-maximum rule is not applying between sites in the interests of minimizing the bandwidth used.
· Replication Schedule

Replication activities within a site are triggered by changes to Active Directory Database on a Domain Controller.

Replication between sites takes place at scheduled times and intervals. Administrators can customize the schedule to take advantage of time periods when traffic is low and bandwidth is less expensive.
· Compression
Domain Controllers transmit replication data uncompressed within a site, thus saving the processor cycles needed to decompress the data at the destination. Traffic between sites is always transmitted in compressed form, to conserve bandwidth.

One of the primary functions of the Site and Services snap-in is to configure the replication pattern between sites. To do this, you create site link and site link bridge objects that specify how and when replication data should be transmitted between sites.
In the following section we will examine the functions of Site and Services and how you use it in order to create a customized Domain Controller replication topology for your network.
Launching Site and Services

The Site and Services Tool is a standard snap-in for the MMC application, which you can launch by selecting Active Directory Site and Services from the Administrative Tools folder in the Start menu’s Programs group. The snap-in module is called Dssite.msc you can also launch Site and Services snap-in by executing that file name from command line or the Run dialog box.
Viewing Replication Objects

The Site and Services Interface is uses the same console tree and result panes as many of the other Active Directory Administration Tools. The Site Container in the console tree contains the Default-First-Site-Name object automatically created by the Active Directory installation, and two other containers called the Inter-Site Transports container and the Subnets container. Administrator-created objects appear in the containers under Sites subnet objects in the Subnets container, and Site Link and Site Link Bridge objects in the Inter-Site Transports container.
Creating Site Objects

Creating additional Site objects in Active Directory is simply a matter of right clicking the Sites container and choosing New Site from the shortcut menu. When the New Object-Site dialog appears you supply a name for the site object and select a site link it should use to define the transport mechanism for the site. The Active Directory Installation Wizard creates the Defaultipsitesitelink object during the installation process, so this object is always available if you have not yet created any other Site links. After the Site object is created, you can move the Server object into it and associate them with a Subnet on which they are located.
To create a site:

Follow the following steps to create a Site in Active Directory Sites and Services.

1. Open Active Directory Sites and Services. 
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2. Expand the Sites container. 
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3. Right-click the Sites folder and then click New Site. 
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4. In Name, type the name of the new Site. 
5. Click a site link object, and then click OK. 
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6. You can view the successful completion of creating a Site. 
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           You have successfully created a site in Active Directory Sites and Services
Each site object in Active Directory has a Server container holding objects representing the Servers in the Site, a Licensing Site Settings object, and NTDS Settings object. The Site object’s Properties dialog box enables you to specify the description for the Site and it, has as well the standard Object, Security, and Group Policy tabs found in dialog boxes of so many other Active Directory Objects.                                      Licensing Site Settings objects specify the computer and Domain licensing the      
                                          Site.
NTDS Settings object, properties dialog box allows you to disable the Knowledge Consistency Checker (KCC)‘s automatic generation of replication topology either within the Site, between this Site and another Sites, or both. If you want manually to configure the replication behavior for a Site, you can enable these options, but this is usually unnecessary. You can create additional connections to supplement those created by Knowledge Consistency Checker (KCC) and configure the Site replication behavior in other ways without disabling its core functionality.

Creating Server and Connection Objects 
Server objects are created during the installation of Active Directory of each Domain Controller, on the Site associate with the Subnet on which the Server is located. Each Server object contains an NTDS Settings object, which contains the objects that represents that server’s connection to other Domain Controllers on the network. These connections must exist for Domain Controllers to replicate their Active Directory Data. All connections, whether created automatically by the Knowledge Consistency Checker (KCC) or manually by Administrator, appear as objects associate with the Server. A connection object is a unidirectional conduit to another Domain Controller on the Network either in the same or another site. For replication traffic to travel in both directions, separated connection object must exist for each of the two Servers.

The Knowledge Consistency Checker (KCC) automatically creates connection objects that ensure continued replication of Active Directory data to all functioning Domain Controllers in each Domain. When the status of your Network changes-such as when the Domain Controller goes down and forces replication traffic between any other two Domain Controllers in the Site to travel more than over three hops the Knowledge Consistency Checker (KCC) creates new connection object to reduce the traffic path to three hops or fewer. When non functional Domain Controller becomes operational again the Knowledge Consistency Checker (KCC) can remove connection objects to bring the replication traffic back to its recommended topology. Normally only reason for creating replication topology is to customize your network’s replication topology. 

Example: 
If you want the replication to occur only at specific times, you can create connection object and configure its schedule. You can also create connection objects to decrease the number of hops between specific Domain Controllers.

The major difference between manually created connection objects and those created by the Knowledge Consistency Checker (KCC) is that the manual objects remain in place until you remove them manually the Knowledge Consistency Checker (KCC) does not remove them no matter how the replication topology changes. Connection objects created by the Knowledge Consistency Checker (KCC) are removed automatically as the replication topology changes. 

To create and manually add connection object follow these steps:
1. Open Active Directory Sites and Services. 
2. In the console tree, right-click NTDS Settings for the Domain Controller for which 
    you want to manually add a connection, and then click New Active Directory    
    Connection.


  Active Directory Sites and Services 

        Sites 
           Site that contains the domain controller for which you want to manually add a connection 

              Servers 

                 Domain Controller for which you want to manually add a connection 

                    NTDS Settings 

3. In the Find Domain Controllers dialog box, click the Domain Controller that you 
    want to include in the connection object.   

4. In the New Object-Connection dialog box, type a name for the new connection 
    object.
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Notes
To perform this procedure, you must be a member of the Domain Admins group (in the domain of the selected domain controller) or the Enterprise Admins group in Active Directory, or you must have been delegated 

Delegated

An assignment of administrative responsibility to a user, computer, group, or organization. 

For Active Directory, an assignment of responsibility that allows users without administrative credentials to complete specific administrative tasks or to manage specific directory objects. Responsibility is assigned through membership in a security group, the Delegation of Control Wizard, or Group Policy settings.

Active Directory automatically creates and deletes connection objects. 

Connection objects

An Active Directory objects represents a replication connection from one Domain Controller to another. The connection object is a child of the replication destinations NTDS Settings object and identifies the replication source Server, contains a replication schedule, and specifies a replication transport. Connection objects are created automatically by the Knowledge Consistency Checker (KCC), but they can also be created manually. Automatically generated connections must not be modified by the user unless they are first converted into manual connections.
Under normal conditions if you are certain that a connection is required and that you want it to persist until it is manually removed, create a connection manually. 
The Properties dialog box for a connection object contains the familiar Object tab, Security tab, and as well as General tab. In this tab you can supply descriptive phrase for the connection, select the mode of transport for the replication messages (the available modes are: IP, SMTP) and schedule the replication events. The dialog box displayed when you click Change Schedule enables you to specify hours of the day during which the replication should occur and the interval between the replication events (ones, twice or four times an hour.) Keep in mind that this connection controls only the replication messaging traveling from the Server under which the object appears to the Server you selected as the destination when creating the object. Traffic going in the other direction is controlled by the other Server’s connection object (if it exists).

Creating Subnet Objects 
Administrators create objects representing the IP Subnets on the Network and associate them with specific Site objects in the Subnet container. When you promote the first Server to Domain Controller, Active Directory Installation Wizard Creates a Site and places the Server object in that Site. If you create additional Sites, Subnet Objects are used to ensure that each subsequent Domain Controller you install is placed in the appropriate Site. During the promotion process, the Wizard identifies the Subnet on which the Server resides and searches Active Directory for corresponding Subnet object. When the Wizard finds the Subnet object, it reads its properties to determine the site with which that Subnet is associate, and creates a new Server object in that Site.

Subnet objects are not essential to Active Directory’s replication topology. You can create Sites and move the Server objects into them manually. However, if you will be installing a lot of Servers, subnet objects automate the constriction of the replication topology and make the entire Site deployment process more manageable.

To Create a Subnet Object: 
1. Open Active Directory Sites and Services. 

2. In the console tree, right-click Subnets, and then click New Subnet. 


           Active Directory Sites and Services 

              Sites 
                 Subnets 

3. In Address, type the Subnet address. 

4. In Mask, type the Subnet mask that describes the range of addresses included in this     
    Subnet.

5. Under Select a site object for this subnet, click the Site to associate with this    
    Subnet and then click OK.

Any Servers on that Subnet that you promote to Domain Controllers are automatically added to this Site. You can associate multiple Subnets with a single Site to Support a network of almost any size.

Creating Site Link Object

The Inter-Site Transports container is where you create the Site Link and Site Link Bridge objects that dictate how replication traffic is to be to be transmitted between Sites. Two containers within Inter-Site Transports represent the two transport protocols supported by Active Directory: IP and SMTP.

A Site Link object represents the WAN mechanism used to transmit data between two Sites, such as a leased T1 connection or Asynchronous Transfer Mode (ATM) backbone, in case of IP, or any means by which systems send e-mail using SMTP.  Active Directory creates default site link object called Defaultipsitelink when it creates the network’s first site during the promotion of the first Server to a Domain Controller. If all your Sites are linked using technologies with exactly the same speed, you DO NOT NEED TO CREATE ADDITIONAL SITE LINKS. When you have different technologies connecting Sites, however, you must create multiple Site Link objects to have different replication schedules for each one. 
When you create a Site Link object, you select two or more Sites that are connected by transport mechanism and specify the cost value for the link. The cost value enables you to assign priorities to the various WAN connections based on their relative speeds. A higher cost value indicates that a connection is more expensive to use, and the Knowledge Consistency Checker (KCC) schedule less frequent replications on its connections between these two sites as a result. Each increment in the cost value represents 15 minutes in the replication schedule. A cost value of 3 causes the replication to occur every 45 minutes. 
To Create a Site Link object

1. Open Active Directory Sites and Services. 

2. In the console tree, right-click the Inter-Site Transports choose protocol you want    
    the site link to use, and then click New Site Link.


           Active Directory Sites and Services 

                 Sites 

                      Inter-Site Transports 

                            inter-site transport protocol you want the site link to use 

3. In Name, type the name to be given to the link. 
4. Click two or more sites to connect, and then click Add. 

5. Configure the site link's cost, schedule, and replication frequency. 
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Important
If you create a site link that uses SMTP, you must have an enterprise certification authority (Enterprise CA) available and SMTP must be installed on all domain controllers that will use the site link. 
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Notes
If the Link represents Point-to-Point connection like a T1 you select only two sites. 
If the Link represents technology like an Asynchronous Transfer Mode (ATM) backbone, which can connect several sites, you can select in this case more than two site objects.
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Important
Site Link objects cannot route replication traffic. This means if a Site Link connects Site A to Site B and another link connects Site B to Site C, Site A cannot transmit to Site C. For this to occur you MUST create a Site Link Bridge.    
To Configuring Site Links

1. Open Active Directory Sites and Services. 

2. In the console tree, click the inter-site transport folder that contains the type of link 

    You are going to configure.
    Active Directory Sites and Services 

         Sites 

              Inter-Site Transports 

                    Inter-Site Transport folder that contains the type of link you are going to configure 

3. In the details pane, right-click the Site Link whose cost you want to set, and then    
    click Properties.

4. In Cost, enter a value for the cost of replication. 
To add a site to a site link

1. Open Active Directory Sites and Services. 
2. In the console tree, click the Inter-Site Transport folder that contains the Site Link 
    to which you are adding the site.

          Active Directory Sites and Services 

                Sites 

                     Inter-Site Transports 

                           Inter-Site Transport folder that contains the site link to which you are adding the site 
3. In the details pane, right-click the Site Link to which you want to add the Site, and 
    then click Properties.
4. Click the site you want to add to this site link, and then click Add. 

Right-click the new link object and select Properties to configure its properties. The Site Link Properties dialog box for a Site Link object contains the standard Object tab and Security tab, as well as a General tab in which you can provide a description of the object and specify the Sites connected by the link. You can create new Site to the Link as needed after creating the object. The General tab also contains fields with which to specify the cost for the link (from 1 to 32,767) and interval between replication events (from 15 to 10,080 minutes). Clicking Change Schedule enables you to specify the time periods that replication is or is not permitted. If you want to limit the replication activities to non-peak traffic hours than you may want to specify that replication events will not occur between 7:00 A.M. and 7:00 P.M. or whatever is the business hours for your company. The Knowledge Consistency Checker (KCC) observes the Site Link Object scheduling limitations when it dynamically creates connections between Domain Controllers.

To Configure site link replication frequency

1. Open Active Directory Sites and Services. 

2. In the console tree, click the Inter-Site Transport folder that contains the Site Link 
    you want to configure.

    Active Directory Sites and Services 

          Sites 

               Inter-Site Transports 

                    Inter-Site Transport folder that contains the site link you want to configure 

3. In the details pane, right-click the Site Link whose replication frequency you want to   
    set, and then click Properties.

4. In Replicate every, type the number of minutes between replications. 

To ignore replication schedules

1. Open Active Directory Sites and Services. 

2. In the console tree, right-click the Inter-Site Transport protocol that contains the Site   

    Link schedules you want ignored, and then click Properties.


           Active Directory Sites and Services 

                  Sites 

                        Inter-Site Transports 

                              The Inter-Site Transport Protocol for which you want replication schedules ignored 

3. Select the Ignore schedules check box.
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 Tip Although the cost value determinates the interval between replication events, you can adjust the frequency of replication by using the Replicate Every selector on the General tab on the Site Link Properties dialog box. If the clients are consistently receiving incorrect directory information from Domain Controllers, increase the frequency of replication.
To Creating Site Link Bridge Objects

1. Open Active Directory Sites and Services. 

2. In the console tree, right-click the Inter-Site Transport folder for which you want to    

    create a new Site Link Bridge, and then click New Site Link Bridge. 


       Active Directory Sites and Services 

            Sites 

                 Inter-Site Transports 

                      Inter-Site transport for which you want to create a new Site Link Bridge 

3. In Name, type a name for the site link bridge. 

4. Click two or more Site Links to be Bridged, and then click Add. 

To enable or disable site link bridges

1. Open Active Directory Sites and Services. 

2. In the console tree, right-click the Inter-Site Transport folder 
    (such as IP or SMTP)  for which you want to enable or disable site link bridges, and   
    then click Properties.

                      Active Directory Sites and Services 

                              Sites 

                                   Inter-Site Transports 

                                                       Inter-Site Transport for which you want to enable or disable link bridges 

3. Do one of the following: 

· To enable site link bridges, select the Bridge all site links check box. 

· To disable site link bridges, clear the Bridge all site links check box. 
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Important 
    By default, all site links are bridged. 

Site Link Bridge Object function much like Site Links, instead of grouping Sites, they group sites they group site links. A Site Link Bridge Object typically represents a router in Network Infrastructure. You create Site Link Bridge Object to enable route replication traffic between linked Sites. When you create a Site Link Bridge containing two links that connect Site A to Site B and Site B to Site C the Bridge makes possible for Site A to transmit replication data to Site C through B. 
The procedure of creating a Site Link Bridge Object is virtually identical to that of creating of creating a Site Link Object, except that you select two or more Site Links instead of Sites. You do not need to specify a routing cost for Site Link Bridge because Active Directory automatically computes it by adding the routing costs of all the bridge’s sites. Thus, a Site Link Bridge object containing two Sites with a routing cost of 3 and 4 has a routing cost of 7.      
END
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