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Windows Server 2003
Minimum requirements for Windows Server 2003:

· Intel Pentium 133

· 128 MB RAM
· 1051 MB free disk space

There are four versions of Windows Server 2003

· Microsoft Windows Server 2003 Standard Edition
· Microsoft Windows Server 2003 Enterprise Edition
· Microsoft Windows Server 2003 Web Edition
· Microsoft Windows Server 2003 Data Center Edition
Dual Boot with Windows NT

The following list shows the issues involved when using Windows NT with newer version of Windows NT family ( Windows 2000, Windows XP, and Windows Server 2003 on computers with NTFS drives.

· Install Windows NT on its own separate partition FAT16 partition to ensure that it can access all the necessary files at boot. Windows NT CANNOT be installed on Dynamic volume.
· Install Windows NT First and the newest Version last.
· Only Windows NT 4 with Service pack 4 or later can access NTFS drives and volumes on system that contains Windows 2000, Windows XP, or Windows Server 2003. However, installing SP6 and post-SP6 hot fixes to ensure the greatest compatibility.
· Each OS needs to have own unique computer name.
· Any drives formatted with the FAT32 file system CANNOT be read by Windows NT. 

· NTFS 5 features such as disk quotas and encryption DO NOT WORK in Windows NT 4.0. (Encrypted files cannot be read in Windows NT 4.0).

· Do not install application into the same location. If you need an application in both OS, install them separately onto separate partitions.

· Windows NT 4 disk utilities such as Chkdsk DO NOT work with NTFS drives. You must use the version of these utilities included with the newest version on Windows on the computer.

· Files you save or created in newer version of Windows might not be accessible in Windows NT 4 (if they make use of new features such as EFS).

· Removable media that is formatted with NTFS is automatically converted to NTFS 5 when inserted or used with a newer version of Windows.

Preparing Windows 2000 Forests and Domains

Before adding any Windows Server 2003 Domain Controllers to an existing Windows 2000 Forest, or upgrading any Windows 2000 domain controllers to Windows Server 2003, you need to upgrade the Active Directory Schema and prepared the network. You also have to prepare each additional domain before adding any Windows Server 2003 Domain Controllers.

Forest Preparation:

To prepare a Forest for Windows 2003 domain controllers, use the following procedure:

1. Update all Windows 2000 Domain Controllers to Service Pack 2 or later.

2. Identify the servers with the schema master and infrastructure master roles.

3. Back up the schema master and than disconnect it from the network.
4. On the Server designated as a schema master, insert the Windows Server 2003 CD-ROM while running Windows 2000.

5. Use Run As feature to open the command prompt window on the schema master using an account that belongs to Enterprise Administrator Group or Schema Administrator Group, and than switch to \i386 folder of the Windows Server 2003 CD-ROM.
6. Type  adprep/forestprep and than watch for any error messages.

7. Confirm that the schema was upgrade properly by doing the following:

· Use Dcdiag from Windows 2000 Support tools (ignore any replication errors – the server is disconnected from the network).

· Check the system log in Event viewer for any errors.

8. If the schema upgrade was completed successfully and without any errors, reconnect the schema master to the network and than prepare the desired domain. Otherwise, follow the instructions provided by the error messages, if possible, or restore from backup and research the problem before trying again.

Tip   Instead of upgrading an existing Windows 2000 Domain Controller to be the First Windows Server 2003 Domain Controller, add a Windows Server 2003 member Server and than install Active Directory on it after it’s been up and running for a week or so. This allows your network to continue without impact during the upgrade process.

Domain Preparation:

To prepare a domain for Windows Server 20003 domain controllers, use the following procedure (perform this procedure on each domain before you adding Windows Server 2003 Domain Controller):
1. If the Infrastructure master role is performed by a different computer from the schema master role and you recently prepared the Forest, wait for the changes to be replicate to the Infrastructure Master (wait 15 minutes if the infrastructure is in the same site; half a day or a day if it’s in another site).
2. On the Server designated as an Infrastructure master, insert the Windows Server 2003 CD-ROM while running Windows 2000.
3. Open Command Prompt window on the infrastructure master using an account that belongs to Domain Administrator Group or Enterprise Administrator group and than switch to \i386 folder of the Windows Server 2003 CD-ROM.

4. Type  adprep/domainprep and watch for any error messages.
5. Confirm that the schema was update properly by doing the following:

· Use Dcdiag from the Windows 2000 Support Tools

· Check the system log in event viewer for any errors.

6. If the Domain Preparation was completed successfully and without errors reconnect the schema master to the network. Otherwise follow the instructions provided  by the error message. Do not proceed until you can confirm that the domain was prepared properly.

7. Wait for the changes to be replicated to other domain controllers before upgrading any domain controllers to Windows Server 2003 . Allow at least 15 minutes, or half a day or a day if there are domain controllers in remote sites.

Note    A Windows 2000 domain can run indefinitely after performing this procedure without need to upgrade any domain controllers to Windows Server 2003, though there are no benefits to doing so.

Forest and Domain Functional levels
Active Directory has a number of functional levels that dictate what features are available and what version of Windows can serve as domain controllers. In a forest, that includes any Windows Server 2003 domain controllers, there are three forest functional levels, and four domain functional levels. There is an increase from Single forest functional level and two domain functional levels available in Windows 2000.
Choosing a Forest Functional Level

There are three Forest Functional Levels available in a network with Windows Server 2003 domain controllers:

1. Windows 2000
The Windows 2000 functional level is the default for new forest, regardless of whether the forest is created as an upgrade from Windows NT or Windows 2000, or is created from scratch. It supports Windows Server 2003 and Windows 2000 Domain Controllers, as well Windows NT 4 BDCs and permits Domains to use any functional level – Windows 2000 mixed or higher.
2.  Windows Server 2003 Interim

     The Windows Server 2003 Interim function level is available when 

     upgrading  from Windows NT 4, and supports only Windows Server 2003 

     Domain controllers and Windows NT 4 BDCs. It allows group 
     membership changes to be replicated (instead of the of the entire group 
     membership list.), and improves the generation of intersite replication   

     topologies. When the Windows Server 2003 Interim Forest functional level is     

     used, domains can use only the Windows Server 2003 interim domain 
     functional level or higher.

3. Windows Server 2003
     The Windows Server 2003 functional level is available when all domain 

     Controllers in the Forest are running Windows Server 2003. It provides

     the improved replication feature of the interim functional level, along with other 

     new features such as ability to rename Domains and create two-way, 
transitive trusts between forests. When Windows Server 2003 Forest functional level is used, Domains MUST use the Windows Server 2003 
domain functional level as well.

Tip  If your Windows NT 4 domains make use of groups with more than 5000 members, consider switching immediately to Windows Server Interim functional level. If you choose to stay with Windows 2000 functional level, you will have to break the groups up into two or more groups of 5000 members or less. 

        SOME DIFFERENCES AMONG FOREST FUNCTIONAL LEVELS
_____________________________________________________________
        Feature       Windows 2000        Windows Server 2003 Interim       Windows Server 2003 Native
     _____________________________________________________________
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Choosing a Domain Functional Level

There are four Functional Levels in which Active Directory domains can run:
1. Windows 2000 Mixed
Windows 2000 mixed functional is the default mode of all newly created domains, as well as upgraded Windows NT Domains. While a domain is in mixed mode, Windows NT 4 BDCs, Windows 2000 DCs can all coexist on the network.
2. Windows Server 2003 Interim functional level

Windows Server 2003 Interim functional level is a new functional level designed for the networks that are upgrading directly from Windows NT 4 Domain directly to Windows Server 2003-Windows 2000 Domain Controllers are not allowed ( Windows clients and member Servers are fine) It does not offer any new features on a Domain level (though the Windows  Server 2003 interim forest functional level does).
3. Windows 2000 Native Functional Level

Windows 2000 Native Functional Level permits Domains to scale past the Windows NT  40,000 account limit, enables SID History feature (which makes domain restricting much less painful), and provides the additional Universal and Domain Local Groups. Only Windows 2000 and Windows Server 2003 Domain Controllers are supported in Windows 2000 Native functional level domain.
4. Windows Server 2003 Functional Level

Windows Server 2003 Functional Level provides all of the features of Windows 2000 functional level, as well as domain controller renaming and a higher maximum number of sites per domain, among other things.

 FEATURE   WINDOWS NT 4    WINDOWS 2000 MIXED    WINDOWS 2000 NATIVE    WINDOWS 20003 INTERIM     WINDOWS SERVER 2003
 Supported       Windows NT 4     Windows Server 2003         Windows  Server 2003                 Windows NT 4                  

  Domain           Windows NT              Windows 2000                     Windows 2000                 Windows  Server 2003            Windows  Server 2003
 Controllers       3.51 BDCs          Windows NT 4 BDCs     

Objects per  fewer than 40,000     fewer than 40,000

Domain        20,000 User Accts    20,000 User Accts                             Millions                             Millions                                      Millions

                     Recommended        

Master

Replication               NO                            YES                                       YES                                    YES                                            YES

Group                  Local                             Local                                  Universal                                Local                                       Universal                        

Types                 Global                            Global                             Domain Global                          Global                                  Domain Global 

                                                                                                         Domain Local                                                                         Domain Local  

                                                                                                            Local                                                                                           Local

Nested

Groups                   NO                                 NO                                   YES                                          NO                                            YES

Cross

Domain 

Admin.                 Limited                           Limited                                Full                                        Limited                                          Full

Password     Installed Manually Installed Manually on each  Installed Automatically on    Installed Manually on each       Installed Automatically on    
Filters           on each PDC and        Domain Controller          each Domain Controller            Domain Controller                  each Domain Controller
                     BDC
Queries

Using

Desktop                 NO                 Only on Windows 2000                       YES                   Only on Windows Server 2003                       YES

Change/                                          Domain Controllers                                                             Domain Controllers
Conformatio

Managemen

Authenticat-           NTLM                 NTLM, KERBEROS                  KERBEROS                    NTLM, KERBEROS                        KERBEROS      

ion Protocol

Group             Entire Group                  Entire Group                     Entire Group                 Only Membership Changes     Only Membership Changes
Membership    Membership                  Membership                      Membership

Replication             List                                 List                                    List

Maximum

Sites Per                 N/A                                300                                   300                                         300                                             3000
 Domain

SIDHistory               NO                                 NO                                   NO                                          NO                                             YES

Last Logon

Timestemp

User/                        NO                                NO                                    NO                                          NO                                             YES

Computer

Attributes

inetOrgPers

on user                    N/A                                NO                                     NO                                         NO                                             YES

password   

Domain functional levels refer only to the Domain Controllers, NOT to ALL machines in the Domain
Tip   Before eliminating or upgrading the last Windows NT 4 BDC or Windows 2000 Domain Controller and switching the Domain Models, take it offline for awhile if possible. 
This allows you to test whether there are any remaining legacy applications or servers that need access to an older Domain Controller, before it is too late to go back.

· To switch Domain or Forest Functional Level use Active Directory Domain and Trust
· Select Domain or Forest for which you want to change the functional level (or Raise Forest Functional Level) command from Action menu.

· The Forest also can be upgraded from command line.

Caution    Switching to native mode is an irreversible procedure. After switching to  Windows 2000 Native , you CANNOT use Windows NT 4 Domain Controllers in the Domain. After switching to Windows Server 2003, you CANNOT use Windows 2000 or Windows NT 4 Domain Controllers in the Domain.

Note    You can upgrade the functionality of a Forest only after all domains within the Forest are functioning in the desired native mode. After a forest is upgraded, you can add only Domain operating in the same mode or higher. To add a domain with lower functionality level, you must create a whole new forest.

Groups

Windows Server 2003 allows two group types: security and distribution.

SECURITY GROUPS – allow assigning permissions

DISTRIBUTION GROUPS – no permissions can be assigned to them they are not   

                                               security enable and can be used ONLY with e-mail

                                               applications to send e-mail to sets of users.

Assigning Group Scope
When  a group is created, it is assigned a group scope that in turn defines how permissions are assigned. There are three possible group scopes:

· Global Scope – A group with a global scope is truly global in the sense that the permissions can be granted for resources created in any domain. However, members can come only from the domain in which the group is created, and in that sense it is not global. Global groups are best used for directory objects that required frequent maintenance, such as user and computer accounts. Global groups can be member of universal and domain local groups in any domain, and they can have the following members:
a. Other Global Groups in the same domain           Members of Global Group
b. Individual accounts from the same domain

Domain Local Scope – A domain local group is the inverse of a global group the members can come from any domain but the permissions can be only for resources in the domain in which the group is created. The members of the domain local group have a common need to access certain resources in a particular domain. Domain Local Group can have one or more of the following members:

a. Other domain local groups in the same domain

b. Global Groups from any domain                                  Members of Domain Local
c. Universal Groups from any domain                              group.
d. Individual accounts from any domain.

· Universal Scope – A universal security group can have members from any domain and can be assigned permissions to resources in any domain. Although the universal scope sounds like an ideal solution in multiple-domain Enterprise, it is available only in domain that are running in native mode. Universal group can have the following  members:

a. Other Universal Groups.

b. Global Groups                         Members of   Universal Security Group     
c. Individual Accounts
Note  The nesting rules apply fully only in native mode – that is, when all the controllers in the Domain are Servers  running Microsoft Windows 2000 or Windows Server 2003. In mixed-mode domains, security groups with Global scope can contain only individual accounts, NOT other groups. Security groups with domain local scope CAN contain both global groups and accounts.

Managing Built-in Groups and User Rights
Local Groups

Administrators – Members can perform all administrative task on the computer. The built-in Administrator account that is created when the operating system is installed is a member of the group. When a server (not a domain controller) or client running Windows XP Professional or Windows 2000 Professional joins a domain, the Domain Admins group is made part of this group.
Backup Operators – Members can log on to the computer, backup and restore the computer’s data, and shut down the computer. Members cannot change the security settings but can override them for purposes of backup and restore.
NO DEFAULT MEMBERS.
DHCP Users - (installed with DHCP Server Services) – Members of this group can read DHCP information stored at a specific server for troubleshooting purposes.

NO DEFAULT MEMBERS.
DHCP Administrators - (installed with DHCP Server Service) Servers Only – Members of this group can administer DHCP Server service but, they do not have access to other parts of the server.

NO DEFAULT MEMBERS.
HelpServiceGroup – No Users are assigned to this group. The only member should be the account associate with support applications.

Network Configuration Operators – Members can change TCP/IP settings, and renew and release addresses. 
No default members.
Performance Monitor Users - (Servers only) – Members can monitor performance counters on a specific server, locally or remotely.

No default members.

Performance Log Users (Servers Only) – Members can administer performance log, counters and alerts on specific server, locally or remotely.
No default members.

Power User – Members can create and modify user accounts and install software on local computer, but they cannot view other user’s files. Members can create and delete local groups, add or remove users from the group they have created. Members can add or remove users from the Power Users, Users, and Guests groups.                              No default members   
Print Operators (Servers only) – Members can manage printers and print queues on a specific server.

No default members.

Remote Desktop Users - Members are allow to connect remotely.
No default members.
Replicator – Do not add user accounts of actual users to this group. If necessary, you can add a “dummy” user account to this group to permit you to log on to Replicator services on a domain controller to manage the replication of the files and directories.
Users – Members of this group can log on to the computer, access the network, save documents, and shut down the computer. Members cannot install programs or make system changes. When a members server joins the domain, the domain user group is added to this group. The Interactive and Authenticated Users groups are also members of the users group so all user accounts are automatically members of the Users group.
WINS Users (installed with WINS Servers only) Group members have read-only access to information and properties stored at a specific WINS Server.

No default members.

Tip If you do not want members of the Domain Users group to have access to a particular workstation or member server, remove Domain Users from that computer’s Local User Group. Similarly, if you do not want the members of Domain Administrator to administer a particular workstation or member server, remove Domain Admins from the local Administrators group.
Built-in Domain Local Groups
The Windows 2000 and Windows Server 2003 built-in domain local groups provide users with rights and permissions to perform tasks on domain controllers and in Active Directory. The domain local groups have predefined rights and permissions that are granted to users and global groups that you add as members.

Account Operators – Members can create, delete, and manage user accounts and groups. Members cannot modify the Administrators, Domain Admins, Domain Controllers group, or any of the operators groups. Members can log on locally to domain controllers and shut them down.

No default members.
Administrators – Members are automatically granted every right and permission on all domain controllers and the domain itself. The Administrator account, Enterprise Admins group, and Domain Admins group are members.

Backup Operators – Members can backup and restore data on all domain controllers and can log on to domain controllers and shut them down. This group is not the same as the Built-in Backup Operators.
No default members.
Cert Publishers – Members can publish certificates for users and computers.
No default members.
DNSAdmins (installed with DNS) – Members have administrative access to DNS Server.

No default members.
Guest – Members can perform only tasks for which an administrator has granted rights. Members can use only does resources for which an administrator has  specifically granted permissions. The Guest User and Domain Guest groups are members by default.
Incoming Forest Trust Builders (appears only in forest root domain) – Members can allow incoming forest trust to allow users in another forest to access resources in the home forest.

No default members.
Network Configuration Operators – Members can change TCP/IP settings renew and release addresses on domain controllers.
No default members.
Performance Monitor Users - Members can monitor performance counters on domain controllers either locally or from remote clients without being Administrators or members of members of Performance Log users group.
No default members.

Performance Log Users – Members can manage performance log, counters and alerts on domain controllers either locally or remotely without being administrators.
No default members.

Performance Monitor Users - (Servers only) – Members can monitor performance counters on a specific server, locally or remotely.

No default members.

Performance Log Users (Servers Only) – Members can administer performance log, counters and alerts on specific server, locally or remotely.
No default members.

Pre-Windows 2000 Compatible Access – Provided for backward compatibility for computers running Win NT 4.0. Add user to this group ONLY if they are running Windows NT 4.0 or earlier Version.

No default members.

Print Operators – Members can manage all aspects of domain printer operation and configuration.
RAS and IAS Servers – Servers in this group have access to the remote access properties of users.
No default members
Remote Desktop Users - Members can remotely logon to domain controllers.
No default members.

Server Operators – Members can perform most administrative tasks on domain controllers, except manipulation of security options.
Users – Members of this group can log on to the computer, access the network, save documents, and shut down the computer. Members cannot install programs or make system changes. The Domain User group is member by default.

Security Alert  In Windows NT, all domain users are members of the Everyone Group. This group is controlled by the operating system and appears on any network with Windows NT servers. In Windows 2000 Server and Windows Server 2003, the equivalent group is called Authenticated Users. Unlike Everyone, Authenticated Users contains no anonymous user or guests. The Everyone group survives as a special identity. You do not see it when you administer groups, and it cannot be placed in a group. When a user logs on to the network, the user is automatically added to everyone. You cannot see or change the membership of the special Identities, which also include the network and interactive groups.
Built-in Global Groups
DNSUpdateProxy (installed with DNS) – Members are DNS clients that can provide dynamic updates to DNS  on behalf of other clients.

No default members.

Domain Admins – This group is automatically a member of the domain local Administrators group, so members of Domain Admins can perform administrative tasks on any computer in domain. The Administrator account is member of this group by default.
Domain Computers – All controllers and workstations in the domain are members.
Domain Controllers – All domain controllers in the domain are members.
Domain Guests – The Guest Account  is member by default.  This group is automatically a member of the domain local Guest group.

Domain Users - All domain users and the administrator account are members. The Domain users group is automatically a member of domain local Users group. 

Enterprise Admins – This group is for users who needs to have administrative rights for the entire network. The Enterprise Admins is automatically a member of Administrators group on all Domain Controllers in the Forest.

Group PolicyCreator Owners – Members can create and modify group policy for domain. The Administrator account is default member of the group.
Schema Admins (appears only in forest root domain) – Members can alter Active Directory Schema.

Defining User Rights
Rights

	
Name
	Description
	Groups Assigned the Right on Domain Controllers
	Groups Assigned the Right on       Workstations and Server

	Access this computer from the network.
	Permits connection to the computer through the network
	Administrators, Authenticated Users, Everyone
	Administrators, Backup Operators, Power Users, Everyone

	Allow logon locally.
	Permits logon on the computer  interactively
	Administrators, Account Operators,   Backup Operators, Print Operators, Server Operators.
	Administrators, Backup Operators, Power Users, Users, Guests.

	Logon through Terminal Services.
	Allow login on as a terminal Service client.
	Administrators
	Administrators, Remote Desktop Users



	Privilege
	Description
	Groups Assigned the Privilege By Default

	Act as part of the operating system
	Allows a process to authenticate as any user. A process that requires this privilege must use the Local System account, which already include this privilege.
	None

	Add workstation to domain.
	Allows user to add a workstation to an existing domain.
	Authenticated Users on domain controllers.

	Adjust memory quotas for a process.
	Allow user to set the maximum amount of memory a process can use.
	Administrators

	Backup files and directories
	Allows backing up system overrides specific file and folder permissions.
	Administrators, Backup Operators.

	Bypass traverse checking
	Allows user to go through the directory trees (folder structures) even if the user does not have permission to access the directories being passed through.
	Administrators and Authenticated users on Domain Controllers on servers and Workstations, Administrators Backup Operators, Power users, Users, and Everyone.

	Change the system time
	Allows settings of the computer clock.
	Administrators and Server Operators on domain controllers; Administrators and Power Users on Servers and workstations.

	Create a page file
	Allows creation and modification of a page file.
	Administrator

	Debug programs
	Allows the user to attach a debugger to a process.
	Administrators

	Enable computer and user accounts to be trusted for delegation
	Permits a user to set the Trusted for Delegation settings on an object.
	Administrators on Domain Controllers ; not assigned on member servers or workstations

	Force shutdown from a remote system
	Allows shut down of a computer from a remote location on the network.
	Administrators and Server Operators on domain controllers; Administrators on member servers and workstations

	Increase quotas
	Allows access with write property access to another process to increase the processor quota assigned to that process.
	Administrator

	Increase scheduling priority
	Allows the use of task manager to change the scheduling priority of a process.
	Administrator

	Load and unload device drivers
	Install and remove device drivers.
	Administrator

	Manage auditing and security log
	Allows a user to specify auditing options and to view and clear the security log in Event Viewer. Auditing Directory Service Access must be turned  on for object access auditing to be performed. Administrator can always view and clear auditing log.
	Administrator

	Modify firmware environment variables.
	Allows configuration of nonvolatile RAM on computers that that support such function.
	Administrators

	Profile a single process
	Allows performance sampling on a process.
	Administrator

	Profile System performance
	Allows performance sampling of the system.
	Administrators and Power Users on member servers and workstations; Administrators on domain controllers

	Remove computer from docking station
	Allows the removal of laptop from docking station using Eject PC on the Start menu.
	Administrator, Power User and Users

	Restore Files and Directories
	Allows restoring files and folders to the system; overrules specific file and folder permissions.
	Administrators, Backup Operators, and Server Operators on Domain controllers; Administrators and Backup Operators on workstations and servers.

	Shut down the system
	Shuts down the local computer.
	Administrators, Account Operators, Backup Operators, Printer Operators, and Server Operators on Domain Controllers; Administrators, Backup Operators, Power Users on member servers; Administrators, Backup Operators, Power Users, and Users on workstations

	Synchronize directory services data
	Allows a user to initiate a synchronization of active directory.
	None

	Take ownership of files or other objects
	Allows a user to take ownership of any security object including files and folders, printers, registry keys, and processes.
	Administrators



	Share Permissions
	Type of Access

	Read
	Allows viewing of file and subfolder names, viewing data in files, running programs.

	Change
	Allows access under Read, plus allows adding files and subdirectories to the share folder, changing data in the files, and deleting files and subdirectories.

	Full Control
	Allows all the access under Change plus allows changing permissions (NTFS volumes only) and taking ownership (NTFS volumes only)


Windows Server 2003 has a set of standard permissions that are combinations of specific kinds of access. 

The individual permissions are:

Full Control

Modify 
Read & Execute

List Folder Contents

Read

Write

Each of those permissions consists of group of special permissions listed in the table 
below.

                                                  

	Special Permissions
	Full Control
	Modify
	Read & Execute
	List Folder Contents
	Read
	Write

	Traverse Folder/Execute File
	YES
	YES
	YES
	YES
	YES
	NO

	List Folder/Read Data
	YES
	YES
	YES
	YES
	YES
	NO

	Read Attributes
	YES
	YES
	YES
	YES
	YES
	NO

	Read Extended Attributes
	YES
	YES
	YES
	YES
	YES
	NO

	Create Files/Write Data
	YES
	YES
	NO
	NO
	NO
	YES

	Create Folders/Append Data
	YES
	YES
	NO
	NO
	NO
	YES

	Write Attributes
	YES
	YES
	NO
	NO
	NO
	YES

	Write Extended Attributes
	YES
	YES
	NO
	NO
	NO
	YES

	Delete Subfolders and Files
	YES
	NO
	NO
	NO
	NO
	NO

	Delete
	YES
	YES
	NO
	NO
	NO
	NO

	Read Permissions
	YES
	YES
	YES
	YES
	YES
	YES

	Change Permissions
	YES
	NO
	NO
	NO
	NO
	NO

	Take  Ownership
	YES
	NO
	NO
	NO
	NO
	NO

	Synchronize
	YES
	YES
	YES
	YES
	YES
	YES


File Permissions include:

Full Control

                                                             Modify

        Read & Execute

    Read & Write




	Special Permissions
	Full Control
	Modify
	Read & Execute
	Read
	Write

	Traverse Folder/Execute File
	YES
	YES
	YES
	NO
	
NO

	List Folder/Read Data Read Attributes
	YES
	YES
	YES
	YES
	NO

	Read Attributes
	YES
	YES
	YES
	YES
	NO

	Read Extended Attributes
	YES
	YES
	YES
	YES
	NO

	Create Files/Write Data
	YES
	YES
	NO
	NO
	YES

	Create Folders/Append Data
	YES
	YES
	NO
	NO
	YES

	Write Attributes
	YES
	YES
	NO
	NO
	YES

	Write Extended Attributes
	YES
	YES
	NO
	NO
	YES

	Delete Subfolders and Files
	YES
	NO
	NO
	NO
	NO

	Delete
	YES
	YES
	NO
	NO
	NO

	Read Permissions
	YES
	YES
	YES
	YES
	YES

	Change Permissions
	YES
	NO
	NO
	NO
	NO

	Take  Ownership
	YES
	NO
	NO
	NO
	NO


When multiple domain might be the answer and when it is call for an OU ???
Usually we might decide to do multiple domains in some of those cases:

· Decentralized administration is needed.

· The network encompasses competing business units or joint ventures.

· Parts of the network are separated  by very slow link (analog modems, for example), so complete replication would create severe traffic problems. (if the link is merely slow you can use multiple sites within single domain because the replication is less frequent.)
· Different account polices are needed. Because the account policies are applied at domain level , greatly  differing policies might call for separated domain.
Situations that calls for use of OU:
· Localized and/or tightly controlled administration is needed

· The structure of the organization requires the arrangement of network objects into separate containers.

· The structure that you want to separate is likely to change at some point.

So in general when the situation calls for a flexible, even fluid structure, OUs are the answer.
DNS Server
Requirements for installing Active Directory is that server MUST HAVE  access to DNS (Domain Name System), the Server MUST HAVE NTFS partition. Active Directory uses DNS to store information about the Domain Controllers on the network. Client systems locate a Domain Controller for authentication by sending a query to DNS Server identified in their TCP/IP client configuration. The DNS Server that Active Directory uses NEED NOT TO BE running on the computer being converted to a domain controller, nor does it have to run the Microsoft DNS service. However, the DNS server you use MUST SUPPORT the Service Location Resource Record defined in the RFC 2052 document and the Dynamic Update Protocol defined in RFC 2136.
DNS Server is essentially a database composed of individual elements called RESOURCE RECORDS that contain information about computers on a TCP/IP network. Various types of resources records are defined  in the DNS specifications, and Active Directory requires a new type of resource record – the SRV  ( the DNS resource record for specifying the location of services ) – to store information about AD DCs. In addition , a DNS server used by AD requires the ability to Dynamically updates its records, based on the availability of Domain Controllers on the Network.
OPERATION MASTER ROLES

Domain Controllers must have five operation master roles in every active directory Forest. Some of the operational master roles are critical to the network and if the machine providing them fails, you will know about it at ones. Others can be unavailable for a long time before even anybody notice it. The Flexible Single Master Operational roles are:
· Schema Master – Controls all updates and modifications to the schema.
· Domain Name Master – Controls the edition or removal of domains.
· Relative Identifier (RID) – Allocates relative IDs to each Domain controller.
· Infrastructure Master – Updates changes to group-to-user references when memberships in groups are changed.

· Primary Domain Controller Emulator – Every Domain MUST have a DC that acts as a PDC emulator as long as the Domain contains either clients without Windows 2000 or Windows XP client software or Windows NT BDCs. If the controller acting as a PDC Emulator is not available, it will affect users because the network itself will be disrupted. So if you know that the controller acting as a PDC Emulator will be unavailable, transfer this role.
Transferring PDC Emulator

1. Lunch Active Directory Users and Computers from Administrative Tools folder.

2. Right-click the Domain node and choose Connect To Domain Controller from the shortcut menu.

3. Select the Domain Controller you want to give the role of the PDC emulator. Click OK

4. Right click on the Domain Node and choose Operation Masters from the shortcut. Click the PDC tab to see the current focus (the controller that will become PDC Emulator) and the controller that is the current operation master.

5. Click Change and than click OK.
Seizing the PDC Emulator

If the PDC Emulator becomes unavailable unexpectedly and it cannot be returned to service quickly , you need to seize the PDC Emulator, follow these steps:

1. Choose Run from the Start menu (or open command window) type ntdsutil, and press Enter.

2. At each prompt, supply the following  information and than press Enter:

· At ntdsutil, type roles
· At fsmo maintenance, type connections
· At server connections, type connect to server followed by the fully qualified domain name of the controller that is going to be the new PDC Emulator
· At the server connections, type quit
· At fsmo maintenance, type seize PDC
· At ntdsutil, type quite.

Transferring the Schema Master

1. Open Active Directory Schema Snap-in

2. Right – click Active Directory Schema in the console window and choose change Domain Controller from the shortcut menu. Change the focus to the controller that will assume the schema master role.
3. Right – click Active Directory Schema in the console window and choose Operation Master from the shortcut menu. Click Change and than click OK.

Tip  You can also use the ntdsutil.exe command-line utility to transfer any of the operation masters roles, using a similar syntax to the one for seizing the a role.

Seizing the Schema Master

DO NOT SEIZE THE SCHEMA MASTER UNLESS THERE IS NO HOPE OF RETURNING THE ORIGINAL CONTROLLER TO SERVICE. BEFORE SEIZING THE SCHEMA MASTER ROLE, THE ORIGINAL SCHEMA MASTER MUST BE DISCONNECT FROM THE NETWORK.

To seize the Schema Master , follow these steps:

1. Choose Run from the Start menu (or open command window) type ntdsutil, and press Enter.
2. At each prompt, supply the following  information and than press Enter:

· At ntdsutil, type roles
· At fsmo maintenance, type connections
· At server connections, type connect to server followed by the fully qualified domain name of the controller that is going to be the new Schema Master
· At the server connections, type quit
· At fsmo maintenance, type seize Schema Master
· At ntdsutil, type quite.

Caution   Seizing the schema Master role is a radical step. Do not do it unless the original Schema Master is permanently out of service. Before you can bring the original Schema Master back online, you must reformat its boot disk and reinstall Windows Server 2003 to prevent serious problems with the updating of the schema.

Transferring Domain Name Master
1. Launch Active Directory Domain and Trust from Administrative Tools Folder.
2. Right – click Active Directory Domain and Trust and choose Connect To Domain Controller from the shortcut menu.

3. Select the Domain Controller you want to give the role of Domain Naming master. Click OK.

4. Right – click Active Directory Domain and Trusts again and Select Operation Master from the shortcut menu. A dialog box opens, showing the current Domain Name Master and the computer that will become the Domain Name Master.
5. Click Change and than click OK.

Seizing the Domain Name Master

To seize the Domain Name Master , follow these steps:

 1. Choose Run from the Start menu (or open command window) type ntdsutil, 

     and  press Enter.

 2. At each prompt, supply the following  information and than press Enter:

· At ntdsutil, type roles
· At fsmo maintenance, type connections
· At server connections, type connect to server followed by the fully qualified domain name of the controller that is going to be the new Domain Name Master
· At the server connections, type quit
· At fsmo maintenance, type seize Domain Name Master
· At ntdsutil, type quite.

Caution   Seizing the Domain Name Master role is a radical step. Do not do it unless the original Domain Name Master is permanently out of service. Before you can bring the original Domain Name Master back online, you must reformat its boot disk and reinstall Windows Server 2003. 

    Transferring Relative Identifier Master (RID)
1. Lunch Active Directory Users and Computers from Administrative Tools folder.

2. Right-click the Domain node and choose Connect To Domain Controller from the shortcut menu.

3. Select the Domain Controller you want to give the role of the Relative Identifier Master (RID). Click OK

4. Right click on the Domain Node and choose Operation Masters from the shortcut. Click the RID Master tab to see the current focus (the controller that will become RID Master) and the controller that is the current operation master.

5. Click Change and than click OK.

Seizing the Relative Identifier Master (RID)
If the RID Master must be unexpectedly and permanently removed from the network , you need to seize the RID Master role, and reassign it to another DC. To seize the role  of the RID Master follow these steps:

1. Choose Run from the Start menu (or open command window) type ntdsutil, and press Enter.

2.   At each prompt, supply the following  information and than press Enter:

· At ntdsutil, type roles
· At fsmo maintenance, type connections
· At server connections, type connect to server followed by the fully qualified domain name of the controller that is going to be the new PDC Emulator
· At the server connections, type quit
· At fsmo maintenance, type seize RID Master
· At ntdsutil, type quite.

Caution   Before proceeding with the seizure, the controller holding the RID master role must be disconnected  completely from the network. Seizing the RID Master role is a radical step. Do not do it unless the original RID Master is permanently out of service. Before you can bring the original RID Master back online, you must reformat its boot disk and reinstall Windows Server 2003.
Transferring Infrastructure Master
1.   Launch Active Directory Users and Computers from Administrative Tools 

      folder.

2. Right-click the Domain node and choose Connect To Domain Controller from the shortcut menu.

3. Select the Domain Controller you want to give the role of the Infrastructure Master. Click OK

4. Right click on the Domain Node and choose Operation Masters from the shortcut. Click the RID Master tab to see the current focus (the controller that will become Infrastructure Master) and the controller that is the current operation master.

5. Click Change and than click OK.

Seizing the Infrastructure Master
If the Infrastructure Master must be unexpectedly and permanently removed from the network , you need to seize the Infrastructure Master role, and reassign it to another DC. To seize the role  of the Infrastructure Master follow these steps:

1. Choose Run from the Start menu (or open command window) type ntdsutil, and press Enter.

2.   At each prompt, supply the following  information and than press Enter:

· At ntdsutil, type roles
· At fsmo maintenance, type connections
· At server connections, type connect to server followed by the fully qualified domain name of the controller that is going to be the new Infrastructure Master
· At the server connections, type quit
· At fsmo maintenance, type seize Infrastructure Master
· At ntdsutil, type quite.

There are five Flexible Single Master Operations (FSMO) roles in a Windows
2000 & 2003

There are five Flexible Single Master Operations (FSMO) roles in a Windows 2000 & 2003 forest. There are two ways to transfer a FSMO role in Windows 2000 & 2003. This article describes how to transfer all five FSMO roles by using Microsoft Management Console (MMC) snap-ins. The five FSMO roles are: 

· 1.Schema Master - One master role holder per forest. The schema master FSMO role holder is the domain controller responsible for performing updates to the directory schema. 

· 2. Domain Naming Master - One master role holder per forest. The domain naming master FSMO role holder is the DC responsible for making changes to the forest-wide domain name space of the directory. 

· 3. Infrastructure Master - One master role holder per domain. The infrastructure FSMO role holder is the DC responsible for updating an object's SID and distinguished name in a cross-domain object reference. 
Important !
In the Domain environment with more than one Domain Controller the GC should be on the DC that does not carry the Infrastructure Master Role 

The reason for this is that the Infrastructure master looks to the Global Catalog to see if anything has changed. If changes were made, the Infrastructure Master then distributes these changes to other Domains in the Forest. If the Global Catalog is on the same Domain Controller as the Infrastructure Master, every time the Infrastructure Master queries the Global Catalog, it is not going to notice any changes, because the data has already been stored locally and thus will not be outdated. If the Infrastructure Master sees nothing to replicate, it will not replicate any changes that may have been made.

· 4. RID Master - One master role holder per domain. The RID master FSMO role holder is the single DC responsible for processing RID Pool requests from all DCs within a given domain. 

· 5. PDC Emulator - One master role holder per domain. The PDC emulator FSMO role holder is a Windows 2000 & 2003 DC that advertises itself as the primary domain controller (PDC) to earlier version workstations, member servers, and domain controllers. It is also the Domain Master Browser and handles password discrepancies.

To successfully perform the steps in this article, you must be a member of the Enterprise Administrators group. 
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Transferring the Domain-Specific Roles:

RID, PDC, and Infrastructure Master
1. Click Start, point to Programs, point to Administrative Tools, and then click Active Directory Users and Computers. 

2. Right-click the icon next to Active Directory Users and Computers, and then click Connect to Domain Controller.
NOTE: If you are not on the domain controller where you want to transfer the role, you need to take this step. It is not necessary if you are connected to the domain controller whose role you want to transfer. 

3. Click the domain controller which will be the new role holder, and then click OK. 

4. Right-click Active Directory Users and Computers icon, and then click Operation Masters. 

5. In the Change Operations Master dialog box, click the appropriate tab (RID, PDC, or Infrastructure) for the role you want to transfer. 

6. Click Change in the Change Operations Master dialog box. 

7. Click OK to confirm that you want to transfer the role. 

8. Click OK. 

9. Click Cancel to close the dialog box.

Transferring the Domain Naming Master role

1. Click Start, point to Programs, point to Administrative Tools, and then click Active Directory Domains and Trusts. 

2. Right-click the Active Directory Domains and Trusts icon, and then click Connect to Domain Controller.
NOTE: If you are not on the domain controller where you want to transfer the role ,you need to take this step. It is not necessary if you are connected to the domain controller whose role you want to transfer.

3. click the domain controller that will be the new role holder, and then click OK. 

4. Right-click Active Directory Domains and Trusts, and then click Operation Masters. 

5. In the Change Operations Master dialog box, click Change. 

6. Click OK to confirm that you want to transfer the role. 

7. Click OK. 

8. Click Cancel to close the dialog box.

Transferring the Schema Master Role

You can use the Schema Master tool to transfer the role. However, the Schmmgmt.dll dynamic-link library must be registered in order to make the Schema tool available as an MMC snap-in.

                     

                            Registering the Schema Tool
1. Click Start, and then click Run. 

2. Type regsvr32 schmmgmt.dll, and then click OK.                     A message should be displayed stating that the registration was successful.

Transferring the Schema Master Role

1. Click Start, click run, type mmc, and then click OK. 

2. On the Console, menu click Add/Remove Snap-in. 

3. Click Add. 

4. Click Active Directory Schema. 

5. Click Add. 

6. Click Close to close the Add Standalone Snap-in dialog box. 

7. Click OK to add the snap-in to the console. 

8. Right-click the Active Directory Schema icon, and then click Change Domain Controller.
NOTE: If you are not on the domain controller where you   want to transfer the role ,you need to take this step. It is not necessary if you are connected to the domain controller whose role you want to transfer.

9. Click Specify Domain Controller, type the name of the domain controller that will be the new role holder, and then click OK. 

10. Right-click Active Directory Schema, and then click Operation Masters. 

11. In the Change Schema Master dialog box, click Change. 

12. Click OK. 

13. Click OK . 

14. Click Cancel to close the dialog box.
The TCP/IP Protocol Suite
IP – is the core protocol of the TCP/IP suite. IP performs only one basic function delivering a packet of bits (called datagram) from point A to Point B over any “wire” it happens to encounter along the way. IP does not know anything about the information in the datagram, nor does it have any provision beyond a simple checksum to ensure that the data is intact or that it has reached its destination. That is left to the other protocols in the TCP/IP Suite.
Transmission Control Protocol (TCP)

TCP – is “a connection oriented, end-to-end reliable protocol designed to fit into a layered hierarchy of protocols with support multinetwork applications. 
· Connection-oriented  TCP provides for the communication of  packets between 2 points, sending the datagram specifically  from one  computer or device to another, and sending an acknowledgment back to the sending computer on receipt of intact packets.
· End-to-end Each TCP packet designates a specific endpoint as it destination. 
· User Datagram Protocol (UDP) – another protocol in the TCP/IP suite, is a connectionless, transaction-oriented protocol designed to send packets with a minimum of protocol overhead. It provides no guarantee that its intended recipient received the packet, or that packets were received in the order in which they were sent. UDP is frequently used in broadcast messages where there is no specific intended recipient, such as boot protocol (BOOTP) and Dynamic Host Configuration Protocol (DHCP), requests, but can also be used by applications that prefer to ensure reliable delivery internally rather than in an in an underlying protocol. UDP is defined in RFC 768.
Routing Protocols
· Address Resolutions Protocol.(ARP) – Maps the IP address  to the physical hardware address [the media access control (MAC) address] of that IP address, permitting you to send something to an IP address without having to know what physical device it is.
· Routing Information Protocol (RIP) – A Distance Vector-based routing protocol that is mostly provided for backward capability with existing RIP based networks. As with most vector based routing protocols (which make extensive use of broadcast to discover what other devices and routers are nearby), RIP is being replaced by newer routing protocols that scale better and have lower network traffic overhead.
· RIP broadcasts the entire routing table by default every 30 seconds. Route is declared inaccessible after 6 missing updates or 180 seconds. Hold-Down timer is 180 seconds. RIP Flush-Timer is 240 seconds or 8 missing updates. The time between 180 seconds and 240 seconds is called Hold-Down Timer. Hop count is the metric used for path selection, the maximum allowable hop count is 15. RIP can be load balance as many as 6 equal cost paths ( 4 paths are the default). To configure rip as a routing protocol we us ROUTER RIP command and it must be followed by network command NETWORK 192.168.17.0 it must be a major network and must not contain any node or subnets and it must be directly connected network. RIP default distance is 120.
· Interior Gateway Routing Protocol (IGRP) Interior Gateway Routing Protocol is a Distance Vector Protocol broadcasts the entire routing table to the directly connected routers every 90 seconds by default. The route is declare inaccessible after 3 missing updates or 270 seconds, the Flush Timer is 630 seconds or 7 missing updates (When the Flush timer expire the route is removed from the routing table). The time between 270 and 630 seconds is called Hold-Down Timer. IGRP default distance is 100. Static Route has default distance of 1. When we install IGRP it must be followed by an Autonomous System Number ROUTER IGRP 130. It must have Network command NETWORK 192.168.17.0 and must be a major network with no subnets and no nodes number. IGRP uses bandwidth and delay as a metric for path selection. 
· Open Shortest Path First (OSPF) – A Link-State routing protocol that is suitable for use in large and very large networks, such as those common network topology that they share with other routers. As the topology changes, routers update their link-state database and than inform neighboring routers of the topology change, reducing the amount of network bandwidth consumed when compared to vector-based routing protocols.
Routing Flaps

When a major router on the internet goes down-even momentarily all the other routers on internet have to tell one another about it and recalculate new routes that bypass that router. This adjustment results in large numbers of packets passing back and forth, causing traffic to become so heavy that the routing updates cannot occur properly because the information does not make  through the traffic. Such a situation is called a ROUTING FLAP.
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To transfer the Domain Function FSMO roles we use Active Directory Users and Computers. Right-click Active Directory Users and Computers icon, and then click Operation Masters. In the Change Operations Master dialog box, click the appropriate tab (RID, PDC, or Infrastructure) for the role you want to transfer. Click Change in the Change Operations Master dialog box. Click OK to confirm that you want to transfer the role. Click OK. 








Right-click Active Directory Schema, and then click Operation Masters. In the Change Schema Master dialog box, click Change. Click OK.








Right-click the Active Directory Domains and Trusts icon, and then click Connect to Domain Controller. Click the domain controller that will be the new role holder, and then click OK. Click OK to confirm that you want to transfer the role. Click OK. Right-click Active Directory Domains and Trusts, and then click Operation Masters. In the Change Operations Master dialog box, click Change.
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